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Warnings and Caution Notes as Used in thisPublication

A WARNING

Warning notices are used in this publication to emphasize that hazardous voltages, currents, temperatures, or
other conditions that could cause personal injury exist in this equipment or may be associated with its use.

In situations where inattention could cause either personal injury or damage to equipment, a Warning notice is
used.

A CAUTION

Caution notices are used where equipment might be damaged if care is not taken.

Note: Notes merely call attention to information thateispecially significant to understanding and operating the equipment.

These instructions do not purport to cover all details or variations in equipment, nor to provide for every possible
contingency to be met during installation, operation, and maintenance The information is supplied for
informational purposes only, andEmersonmakes no warranty as to the accuracy of the information included
herein. Changes, modifications, and/or improvements to equipment and specifications are made periodically and
these changes may or may not be reflected herein. It is understood th&mersonmay make changes,
modifications, or improvements to the equipment referenced herein or to the document itself at any time. This
document is intended for trained personnel familiar wth the Emersonproducts referenced herein.

Emersonmay have patents or pending patent applications covering subject matter in this document. The
furnishing of this document does not provide any licensevhatsoeverto any of these patents.

Emersonprovidesthe following document and the information included therein asis and without warranty of any
kind, expressed or implied, including but not limited to any implied statutory warranty of merchantability or
fithness for particular purpose.
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Section 1:Introduction

Introduction

This chapter includes basic information about Ethernet interfaces for the PACSystems family of
controllers. It describes features of the Ethernet interfaces in both conventional and redundancy
systems. The rest of this manual provides instructiorfsr installing and applying the PACSystems
Ethernet interfaces:

A

A

Section 2;Installation and Starup: RX3i/RSEHP Embedded Interfatgescribes user
features andbasic installation procedures.

Section 3:Installationand Startup: Ethernet Modulénterfacesiescribes user features and
basic installation procedures.

Section 4;Configurationdescribes assigning a temporary IP address and configuring the
Ethernetinterface parameters. For the RX3i rackased and embedded interfaces,
describes how to configure Ethernet Global Data (EGD) and set up the &2 port for
Local Station Manager operation.

Section 5:Ethernet Global Datdescribes basic EGD operation for radkased and
embedded interfaces.

Section 6;Programming EGD Commandsscribes a set of commands that can be used in
the application program to read and write PLC data arse Ethernet Global Data
exchange data over the network.

Section 7,SNTP Operatiotiescribes the benefit of synchronizing SNFapable interfaces
with an SNTP server to keep internal clocks #p-date for accurate timestamp
communications.

Section 8:Progranming SRTP Channel Commamdsglains how to implement PLC to PLC
communications overthe Ethernet network using Service Request Transfer Protocol
(SRTP) Channel commands.

Section 9:Modbus/TCP Servéescribes the implementation of the Modbus TCP Server
feature for the PACSystems family of products.

Section 10:Modbus/TCP Clienkplains how to program communications over the
Ethernet network using

Modbus TCP Channel commands.

Section 110PC UA Servexplains how to program communications for this protocol
using the embedded Ethernet port.

Section 12:Diagnosticslescribes diagnostic techniques for a PACSystems Ethernet
interface. This chater also lists COMMREQ Status codes.

Section 13:Network Administratioriscusses how devices are identified on the network
and how data is routed among devices.

Appendix A,Configuring Advanced Usearametersdescribesan optional configuration of
internal operating parameters used by the Ethernet interface. For most applications, the
default Advanced User Parameters (AUPSs) should not be changed.
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Revisions in this Manual

A given feature may not be implemented on all PACSystems Ethernet interfaces. To determine
whether a feature is available on a given model and firmware version, please refer to thgportant
Product Informatior(IPl) document provided withthe product.

This revision of TCP/IP Ethernet Communications for PACSystems RX3i and-RBTicludes the
following changes:

Rev | Date Description
1 Updates for OPC UA limits in section 1.3.3 and 11.1
1 Content added in support of adding theLinger Time to the
AD Jul 2022 Modbus/TCP Connection Open COMMREQ.
1 Updates to support the addition of RSTEP Backplane Controllers
1 Updates to support the addition of CPE30Bxxx and CPE30Bxxx
Not
AC Released N/A
1 Introduces OPC UAlon-transparent Server Redundancy on the
CPE330 R10.10, CPE400/CPL410 R10.10
AB Jan2021 . .
1 Caution added with regard to redundant PLCs that perform a role
switch.
Jun 1 Added content for the Produce EGD on Redundant IP feature
AA 2020 1 Section 12.8.5. Error Code 0290H wsaupdated to include behavior
when sending TCP comm to a noexistent server through a gateway.
Z ;830 1 Content updated in support of CPE100/115.
T RXSi IC695ETMO0Kxxx Available
o] Backward compatible with IC695ETM001
o] Station Manager serial port replaced with Ethernet port
o] Two Ethernet connectors are relocated to the bottom of
v Aug- the module.
2019 o] Achilles Level 2 Security cettiested.
o] New option to select userbased parametes into menu
systems. AUP functionalist is partially deprecated.
9 Diagnostics information for the RX3i embedded Ethernet interface
has been moved from Chapter 12 to Chapter 11.
w Jut2018 | 1 Added IC695CPL410 (new CPU wi/Linux)
\Y ;\858  Extended thedocument to EPSCPE115
U Feb 1 Addition of CPE302 throughout.
2018 i Clarification as to which products support 1000Basé& |IEEE 802.3.
Oct- 1 Added CPE400 LAN3 (Redundanonly LAN)
T 2017 9 Clarified support for Redundant IP Addressing in various CPU
configurations.
S 9837 i Content added to Ethernet interface Status Bits for RSEP CPE100.
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Rev | Date Description
R g/'oaly; 1 Content added in support of RSTEP CPE100.
Q g/loalr—? 1 Content added insupport of CPE400 and embedded SNTP.
1 Added section
Sept- . .
P 1 Sessions and Subscriptions for QRC
2015
I Content added in support of CPE330 (new prodtk
1 Effective with RX3i CPE305/CPE310 firmware version 8.20, OPC UA
Server is supported using the embedded Ethernet port.
M Oct- 1 Effective with RX3i CPE305/CPE310 firmware version 8.30, EGD Cle
2014 1 is supported on the embedded Etherneinterface. Earlier CPU
versions do not directly support EGD. However, EGD was supported
on the Ethernet interface Module ETMOO01.
Newly available features:
I TCP/IP communication services using SRTP
1 SRTP Client (Channels)
1 Modbus/TCPServer, supporting Modbus Conformance classes 0, 1,
and 2.
1  Modbus/TCP Client, supporting Modbus Conformance classes 0, 1,
L Jun and Function Codes 15, 22, 23, and 24 for Conformance class 2.
2013 1 Support for Unicast mode, and Daylight Saving and Local Time

Diagnostics information for the RX3i embedded Ethernet interface has
been moved from 20to To11. Configuration information has been
moved to Section 4.

Information about Channel Status bits has been removed fromsections2,
7 and 9, and consolidated irSection11.

corrections for SNTP operation.
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1.2 PACSystems Documentation
1.2.1 PACSystems Manuals

PACSystems RX3i and RSTICPU Reference Manual GFk2222

PACSystems RX3iand RSN ANS Npmep_kkcpdog Pcdcpcl ac GFKk2950
PACSystems TCP/IP Ethernet Communications Station Manager User Manual GFK2225

N? AQwqrckq Fmr Qr _I b w ANS Pcbsl b_Il aw Sq GFk2308

PAQViachine Edition Logic Developer Getting Started GFk1918
PACSystems RRK3i and RSP Controller Secure Deployment Guide GFKk2830
PACSystems RX7i Installation Manual GFK2223
1.2.2 RX3i Manuals
PACSystems RX3i System Manual GFk2314

N? AQwgrckqg PV1lg Crfcplcr Lcrumpi GIlrcpd_a GFk2439
PACSystems RX3i IEC 61850 Ethernet Communication Module User Manual GFKk2849
PACSystems RX3i SeBiammunications Modules User Manual GFKk2460

N? AQwgrckg PV1lg GCA /.2 Qcptcp Kmbsjc GA4 GFk2949

PACSystems RX3i IC695CPE400 1.2GHz 64MB Rackless CPU w/Field Agent QSG GFk3002

PACSystems RX3i IC695CPL410 1.2GHz 64MB Rackle@4si@tRDSG GFK3053

PACSystems RX3i Sequence of Events User Manual GFK3050
1.2.3 RSTHEP Manuals

PACSystemsST+EPSystem Manual GFk2958
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Ethernet Interfaces for PACSystems Controllers

A PACSystems Ethernet interface enables a PACSystems controller to communicate with other
PACSystems equipment and with Series 90 and VersaMax controllers. The Ethernet interface
provides TCP/IP communications with other PLCs, host computers running the $io
Communications Toolkit or CIMPLICITY software, and computers running the TCP/IP version of
the programming software. These communications use the proprietary SRTP and Ethernet Global
Data (EGD) protocols over a fodiayer TCP/IP (Internet) stack.

The Ehernet interface has SRTP client/server capability. As a client, the interface can initiate
communications with other PLCs that contain Ethernet interfaces. This is done from the PLC
ladder program using the COMMREQ function. Assarverthe Ethernet interface responds to
requests from devices such as PLC programming software, a Host computer running an SRTP
application, or another PLC acting as a client.

Figure 1: Ethernet Connection System Diagram

Ethernet Cable
Network ‘ | Network
Connection Connection
i I l [
N ~
Ethernet e ==
Interface Ethernet Ethernet / SRR REEE)
Interface Interface ‘ =
Host Computer or Control Computer Running
Device running a Host PACSystems and Series 90 PLC s Programming Software-
Communications Toolkit TCP/IP Ethernet
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RX3i RackBased Ethernet Interface$ Features

> > >

> > > > > > >

> >

Full RX3i Controller programming and configuration services witan inactivity timeout
Periodic data exchange using Ethernet Global Data (EGD)

EGD Commands to read and write PLC and EGD exchange menosr the network
TCP/IP communication services using SRTP

SRTP Client (Channels)

Modbus TCP Server, supporting Modbus Conformance classes 0, 1, and 2

Modbus TCP Client, supporting Modbus Conformance classes 0, 1, and Function Codes
15, 22, 23, and 24for Conformance class 2

Redundant IP Addressing capability
Comprehensive station management and diagnostic tools

Extended controller connectivity via IEEE 802.3 CSMA/CDNIBps, 100Mbps, and 1000
Mbps Ethernet LAN port connectors

A network switch that hasAuto negotiate, Sense, Speed, and crossover detection

The protocolis stored in flash memory in the Ethernet interface and is easily upgraded
through the CPU serial port.

Communications with remote PLCs and other nodes reachable through routers. The
gateway IP address must be configured.
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1.3.2 RX3i & RSTEP Embedded Ethernet InterfaceFeatures

p>

Periodic data exchange using Ethernet GlobBlata (EGD).

A Full RX3i controller programming and configuration services withn inactivity timeout

A TCP/IP communicatiorservices using SRTP.

A SRTP Client (Channels)

A Modbus TCP Server, supporting Modbus Conformance classes 0, 1, and 2.

A Modbus TCP Client, supporting Modbus Conformance classes 0, 1, and Function Codes
15, 22, 23, and 24 for Conformance class 2.

A Communicationswith remote PLCs and other nodes reachable through routers. The

Gateway IP address must be configured.

A Comprehensive station management and diagnostic tools. For supported commands,
refer to the PACSystems TCP/IP Ethernet Communications Station Managétddsial,
GFk2225] or later.

CPE302/CPE305/CPE310

A Extended controller connectivity via IEEE 802.3 CSMA/QDPE302/305/CPE31@\xxx has
a single 10Bas€el/100BaseTX Port (LAN1)Ethernet Port CPE302/CPE308xxx has two
switched Bhernet Ports 10BaseT/100BaseTX Port/1000BaseTX (LANL1).

A A network switch that has Auto negotiate, Sense, Speed, and crossover detection.

A Direct connection to BaseT (twisted pair) network switch, hub, or repeatewithout an
external transceiver.

CPE330/CPE400/CPL410

A Two independent 10/100/1000 Ethernet LANs under the control of the embedded RX3i
PLC. Port 1 attaches to LAN1 through a dedicated RJ45 connector. Port 2 attaches to
LAN2 through a pair of internallyswitched RJ45 connectors. Space is provided to mark
the two corresponding IP addresses.

A The embedded Ethernet interface permits the CPU to support two LANS.

A CPE400 has a third Ethernet port (located on the underside) which is under the control of
the Field Agent.

A CPL410 also has a third Ethernet port (located on the underside) which is under the

control of the Linux OS.

! Unless otherwise expliciiyated/ differentiatedall the statements are equally applicablétih the versions Axxx and Bethese
controllers

Introduction 7
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RST{EP CPE100/CPE115

A Two independent 10/100 Ethernet LANSs. Port 1 attaches to LAN1 through a dedicated
RJ45 connector. Port 2 attaches thAN2 through three internallyswitched RJ45
connectors.

A The embedded Ethernet interface permits the CPU to support two LANS.

Refer to the PACSystems RX3ind RSTEP CPU Reference Manual, GER22, specifically to the
section, RX3ICPU Features and Spédimations for RX3i CPUs & RSHP CPU Features and
Specifications for RSTEP CPUpr a detailed list of features and specifications.

1.3.3 RSTHEP Backplane Controllers

RST{EP CPE205

A One RS232 serial RJ45 portUsed for serial communications such as duringjagnostics.

A InSingle LAN mode One 100/1000 Ethernet LAN, Port 1 and Port 2 attackeo LAN2
through the internally switched RJ45 connectorsln this mode theDUAL LANLED will be
OFF.

A InDual LAN mode Two independent 1001000 Ethernet LANs. Port 1 attaches to LAN1
through a dedicated RJ45 connector. Port 2 attaches to LAN2 through RJ45 connechor.
this mode the DUALLAN LED will be ON GREEN.

RSTiEP CPE210/CPE215/CPE220/CPE240

p>N

One RS232 serial RJ45 port. Used for serial communications such as during diagnostics.

Two independent 100/1000 Ethernet LANs. PoR attaches to LAN1 through a dedicated
RJ45 connector. Port and PorR attaches to LAN2Zhrough two internally-switched R145
connectors.

p>

Introduction 8
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Ethernet Interface Specifications

RX3i RackBased Ethernet
Interface Modules

IC695ETMO001Jx or earlier
- Two RJ45 connectors
- One 9pin d-sub male serial conneabr (Station Manager port)

IC695ETMO0KXxX

Connectors X
Three autosensing RJ45 ports
IC695ETMO001Jx or earlier:
LAN IEEE 802.3 CSMA/CD Medium Access Control 10/100 Mbps

IC695ETMOOEKXXX:
IEEE 802.3 CSMA/CD Medium Access Control 10/100/1000 Mb

Number of IP addresses

One

Maximum number of
simultaneous connections

—_

A maximum of48 SRTP Serveaotal connections

—_

A maximum of 16 Modbus/TCP Server connections

—_

A maximum of 32 communication channels. (Each channel
may be an SRTP Client or a Modbus/TCP Client. Any given
channel canbe assigned to only one protocol at a time.)

Embedded Ethernet Switch

Yesi Allowsdaisy-chaining of Ethernet nodes.

Serial Port

IC695ETMO0LIX

Station Mgr Port: RS232 DCE, 1200 115200 bps.

IC695ETMO01KXXX
Not applicable.

Station Manager

IC695ETM001Jx

Access via local serial port or remote UDRefer to the PACSyste
TCP/IP Ethernet Communications Station Manager User Manua
GFk2225] or later, for supported commands.

IC695ETMOOKXXX
Station Manager serial port has been replaced lilge front panel
Ethernet port

Maximum ETMO001Modules
per CPU rack

Eight positions
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1.3.5 RX3IRST{EPEmMbedded InterfaceSpecifications

CPE302/CPE305 & CPE3RXxx VersionsOne RJ4%sonnector
CPE302/CPE305 Bxxx VersionsTwo RJ45 connectos
CPE330: Three RJ45 connectors

CPE400Six RJ45 connectors: five dhe front for LAN1, LAN2 & LAN3; one
EFA orthe underside. (There is also a serial RJ45the underside, marked
COML1.)

CPL410Six RJ45 connectors: five ahe front for LAN1, LAN2 & LAN3; one
ETH onthe underside. (There is also a serial RJ45tbe underside, marked
COM1.)

CPE100/CPE115: Four RJ45 connectors

CPE205 Three RJ45 connectors (OneerialRJ45marked as R232)
CPE210/CPE215/CPE220/CP4D: Hve RJ45 connectersn the front for
LAN1 and LANZOne serial RJ4harked as R®32, One unused and
plugged)

Connector

IEEE 802.3 CSMA/CD Medium Access Control 10/100/1000 Mbps
CPE302/CPE308\xxxx& CPE310 has one 10Bas¢100BaseTX Port
(LAN1)

CPE302/CPE308Bxxxhastwo switched ethernet ports 10BaseT/100Base
TX Port/1000BaseTX (LAN1)

CPE330 has two independent 10/100 Mbps Ethernet LANS:

I The top Ethernet port attaches to LAN1 using @edicated RJ45
connector

T The bottom two Ethernet ports attach to LAN2 using a pair of
internally-switched RJ45 connectors
CPE400 supports four independent 10/100/1000 Ethernet LANs which arg

under the control of the embedded RX3i PLC.

LAN
LANZ1 attaches vidhe upper, dedicated RJ45 fronpanel connector.

LAN2 and LANBeach attach via a pair of internalhswitched RJ45 front
panel connectors.

I The fourth LAN, labeled EFA (Embedded Field Agent), is located on t
underside and is specifically used for Field Agent connectivity.

CPL410 supports four independent 10/100/1000 Ethernet LANs which are

under the control of the embedded RX3i PLC.

~
~

LAN1attaches via the upper, dedicated RJ45 frofianel connector.

LANZ2 and LANS3 each attach via a pair of internafiyitched RJ45 front
panel connectors.

The fourth LAN, labeled ETH (Ethernet), is located on the underside and i
under the control of the embedded Linux Operating System.

~
~

2 CPE400 firmware version 9.30 supports Redundancy via LAN3. No LAN components other than the two Redundant CPUs are
permitted on LAN3. All firmware versios of CPL410 support the same feature.

*Both the versions Axxx and Bxxx are applicable wherever it is not explicitly mentioned.

Introduction 10
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CPE100/CPE115 supports two independent 10/100 Ethernet LANs locate
on the front panel.

~
~

LAN1 attaches via the upper, dedicated RJ45 connector.

LANZ attactesvia three internally-switched RJ45 connectors.

CPEZ205 Single LAN mode supports one 100/1000 Ethernet LAN

~

~

CPE205 Dual LAN mode supports twk00/1000 Ethernet LANs

~
~
~

Both Ethernet portsare attachedto LAN2 using internally switched
RJ45 connectors.

DUAL LAN LED will be OFF

Portl attaches to LAN1 using dedicated RJ45 connector
Port2 attaches to LAN2 through internally switched RJ45 connector
Dual LAN LED will be ON GREEN.

CPE210/215/220/240 supportstwo independent 100/1000 Ethernet LAN

~
~

Port3 attaches to LAN1 using dedicated RJ45 connector

Portl & Port2attaches to LAN through internally switched RJ45
connector

CPE302/CPE305 & CPE310: One IP address
CPE330 has two IP addresses
CPE400 has four IP addresses (one EFA, three for Ethernet LANS)

Number of IP | CPL410 has four IP addresses (one for ETH, three for Ethernet LANS)
addresses CPE100/CPE115 has two IP addresses
CPE205 single LAN mode has one IP address
CPE205 dual LAN mode has two IP addresses
CPE210/CPE215/CPE220/CPE240 has twadliéresses
For CPE302/CPE305 & CPE310 LANL1:
1 Up to 32 SRTP Server connections, includes:
T Up to 16 simultaneous Modbus/TCP Server connections
T Up to 16 Client channels. (Each channel may be an SRTP Client or a
Modbus/TCP Client. Any given channel can be assigned to only one
protocol at a time.)
T OPC UA Server with support for up to 5 concurrent sessions with up t
10 concurrent variable subscriptions and up to 12,500 variabée
Maer)numf 1 Up to 255 simultaneous Class 1 Etheet Global Data (EGD) exchangeg
Zgr’:‘neirﬂgns For CPE330, CPE4Dand CPL410, the embedded Ethernet permits the CH

to support LAN1 and LAN2 with:

—_—( == =—C =

—

Up to 48 simultaneous SRTP Server connections, and
Up to 16 simultaneous Modbus/TCP Server connections
Up to 32 Clients are permitted; each may be SRTP or Modbus/TCP

OPC UA Server with support for up to 5 concurrent sessions with up t
10 concurrent variable subscriptions and up to 12,500 variables

Up to 255 simultaneous Class 1 Ethernet Global Data (EGREhanges

11
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For CPE100/CPE115, the embedded Ethernet permits the CPU to suppor|
LAN21 and LAN2 with:

—_—( == —C —

~

Up to 16 simultaneous SRTP Server connections, and
Up to 8 simultaneous Modbus/TCP Server connections
Up to 8 Clients are permitted; each may be SRTPModbus/TCP

OPC UA Server with support for up to 2 concurrent sessions with up t
4 concurrent variable subscriptions and up to 1,000 variables

Up to 8 simultaneous Class 1 Ethernet Global Data (EGD) exchanges

For CPE205/CPE210/CPE215/CPE220/CPE240, the embedded Ethernet
permits the CPU to support LAN1 and LAN2 with;

~
v
~

~

OPC UA Server

v

-

Up to 32 SRTP Server connections, includes:
Up to 16 simultaneous Modbus/TCP Server connections.

Up to 16 Client channels. (Each channel may be an SKIiEnt or a
Modbus/TCP Client. Any given channel can be assigned to only one
protocol at a time.)

Up to 32 simultaneous Class 1 Ethernet Global Data (EGD) exchange

For CPE205 support for up t8 concurrent sessions with up tdb
concurrent variable subscriptions and up to 1000 variables.

For CPE210/CPE215/CPE220 support for updaoncurrent sessions
with up to 6 concurrent variable subscriptions and up to 2000
variables.

For CPE240 support for up to 5 concurrent sessions with up to 10
concurrent variable subscriptions and up to 4000 variables.

Station
Manager

Access remote UDMRefer to the PACSystems TCP/IP Ethernet Communic
Station Manager User Manu@Fk2225J or later for supported commands.

12
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1.3.6 Ethernet Interface Ports

The PACSystems Ethernet interface use autensing 10Basel/100BaseTX/1000BaseT RJ45
shielded twisted pair Ethernet ports for connection to either a 10BaseT, 100Base DX1000Base
TIEEE 802.3 network.

The RX3i Controllers with embedded Ethernet providivo or three such ports; dedicated
Ethernet interface Modules provide two.

The RSTHiEP Backplane CPE205, CPE210, CPE215, CPE220 and CPE240 embedded Ethernet
interface supports100BaseTX/1000BaseT IEEE 802.3 connectionsThe CPE205 provides two
such ports; CPE210/CPE215/CPE220/CPE240 provide three.

The port automatically senses thespeed (L0 Mbps, 100 Mbps, or 12000Mbps), duplex mode (half
duplex or fulkduplex), and cable configuration (straightthrough or crossover) attached to it with
no intervention required.

1.3.7 Ethernet Media

The Ethernet interface can operate directly od0BaseT/100BaseTX/1000BaseT media via its
network ports.

10BaseT:10BaseT uses a twisted pair cable of up to 100 meters in length between each node
and a switch, hub, or repeater. Typical switches, hubs, or repeatengpport connections in a star
topology.

100BaseTX:100BaseTX uses a cable of up to 100 meters in length between each node and a
switch, hub, or repeater. The cable should be data grade Category 5 unshielded twisted pair (UTP)
or shielded twisted pair (STP) cable. Two pairs of wire arged, one for transmission, and the

other for collision detection and receive. Typical switches, hubs, or repeaters support 6 to 12
nodes connected in a star wiring topology.

1000BaseT: 1000BaseT uses a cable of up to 100 meters in length between each r@dnd a
switch, hub, or repeater. The cable should be data gradeategory 6 unshielded twisted pair (UTP)
or shielded twisted pair (STP) cabler better. Fourpairs of wire are usedvhich are designed to
operate over 4pair UTP cable and supports fuluplex data transfer at 1:000MbpsTypical
switches, hubs, or repeaters support 6 to 12 nodes connected in a star wiring topology.

Introduction 13
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1.3.8 Station Manager

The built-in Station Manager function of the Ethernet interface provides ofine supervisory access
to the Ethernet interface, through the Station Manager port or over the Ethernet cable. Station
Manager services include:

A An interactive set of commands for interrogating and controlling the station.

A Unrestricted access to observe internal statistics, an exceptioad, and configuration
parameters.

A Password security for commands that change station parameters or operation.

For remote Station Manager operation over the Ethernet network, the Ethernet interface uses IP
addresses. A PACSystems Ethernet interface cannogrsd or receive remote Station Manager
messages sent to a MAC address.

Refer to thePACSystems TCP/IP Ethernet Communications Station Manager User @BKA2R5
for complete information on the Station Manager.

1.3.9 Firmware Upgrades

PACSystems Ethernet intdaces receive their firmware upgrades indirectly from the RX3i CPU
using the WinLoader software utility. WinLoader is supplied with any updates to the Ethernet
interface software. The user connects WinLoader to the PLC CPU serial port and specifies the
target module by its Rack/Slot location.

For the CPU module, the embedded Ethernet interface firmware is upgraded along with the rest of

the CPU firmware. WinLoader seamlessly upgrades first the CPU firmware and then the embedded
Ethernet firmware withoutugcp gl rcptclrgml, C_af Crfcplcr gl r
explicitly upgraded by specifying the rack and slot location of the module to the WinLoader utility.

Firmware upgrades for theCPE302 Bxxx, CPE305 Bx&RE330, CPE400, CPL410
CPE100/CPE115CPE205CPE21QCPE215CPE220Q and CPE24@are performed over Ethernet
using a web browser. This method provides enhanced security features. Instructions for the
procedure are included in the corresponding upgrade kdocumentation. The WinLoader utility
will not work with the CPE302 Bxxx, CPE305 BxBRE330, CPE400, CPLAXDPE100/CPE115
CPE205CPE210CPE215CPE220 or CPE240CPUs.

1.3.10 SRTP Client (Channels)

SRTP Client allows the PACSystems PLC to initagdéa transfer with other SRTRapable devices

on the network. SRTP channels can be set up in the PLC application program. SRTP supports
COMMRE&riven channel commands to establish new channels, abort existing channels, transfer
data on an existing channeland retrieve the status of an existing channel.

Any given channel can be assigned to only one protocol at a time. For the number and
combinations of channels supported, refer tdSectionModbus TCP Client (Channels)

Modbus TCP Client allows the PACSysterRLC to initiate data transfer with other Modbus TCP
server devices on the network. Modbus TCP channels can be set up in the application program.
The Modbus TCP Client supports COMMREgven channel commands to open new channels,
close existing channelsand transfer data on an existing channel.

Any given channel can be assigned to only one protocol at a time. For the number and
combinations of channels supported, refer tdSection1.3.4 Ethernet Interface Specifications

Introduction 14
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1.4 Ethernet Global Data (EGD)

A EGD Classes:
A EGD Class 1 is configured exchanges with no logic control of EG@ration.

0 Supported in
CPE302/CPE305/CPE310/CPE330/CPE400/CPL410/CPE100/CREPER05/C
PE210/CPE215/CPE220/CPE240

A EGD Class 2 is EGD Commands which are lajiven EGD exchanges using
COMMREQs.

0 Supported on IC695ETM001

0 Not supported on embedded Ethernetports of
CPE302/CPE305/CPE310/CPE330/CPE400/CPL410/CPE100/CREPER05/
CPE210/CPE215/CPE220/CPE240time of publication

Each PACSystems RX3i CPU supports up to 255 Class 1 simultaneous EGD exchd&gé&P CPU
CPE100/CPE115 supports up to eight Ckg simultaneous EGD exchanges\d RSTEP Backplane
CPUs CPE205/CPE210/CPE215/PE220/CPE240 supports 32 Class 1 simultaneous EGD
exchanges EGD exchanges are configured using the programmer and stored in the PLC. Both
Produced and Consumed exchangesan be configured. PACSystems Ethernet interfaces support
both selective consumption of EGD exchanges and EGD exchange production and consumption
to the broadcast IP address of the local subnet.

Note: For Broadcast addressing a Subnet value of 0.0.0.0N®T supported.

1.4.1 Synchronizing EGD Timestamps with SNTP

Both the ETM001-Jxand -KxxxEthernet interfacescan be configured to use Simple Network Time
Protocol (SNTP) to synchronize the timestamps of produced EGD exchanges.

With an appropriate PMBHardware Configurationthe embedded Ethernet interface on the

CPE302, CPE305, CPE310, CPE330, CPR24B0410 CFE115 CPE205, CPE210, CPE215, CPE220,
and CPE24Will also support SNTP. For more information on PMardware Configurationplease
refer to Section 4.1.3,Configuring the Ethernet Interface Parameters.

Note: The RSTEP CPE1080es not support SNTP

Introduction 15
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Ethernet interface module SNTP Support

Yes, with PMBardware
Configuration(default

ETMOOLJIx _ _ . .
configuration without using
AUP file)

ETMO01-Kxxx Yes, _Wlth I?MEHardware
Configuration

CPU SNTP Support

CPL410 Yes, -Wlth I?MEHardware
Configuration

CPE400 Yes, _W|th EMEardware
Configuration

CPE330 Yes, _W|th EMEardware
Configuration

CPE302/CPE305/ Yes, with PMBEHardware

CPE310 Configuration

Yes, with PMBEHardware

CPE205/CPE210/CPE215/CPE220/CPEZ2 ) .
Configuration

CPE100 Not supported

Yes, with PMBHardware

CPEL15 Configuration

SRTP Inactivity Timeout

Starting with Release 6.00, the PACSystems Ethernet interface supports inactivity timeout
checking on Secure Realime Transport Protocol (SRTP) server connections with aRpC

Machine Edition (PME) PLC programmer. Until the server connection is removed, other
programmers cannot switch from Monitor to Programmer mode. With inactivity timeout
checking, the Ethernet interface removes an abandoned SRTP server connection and sl it
resources when there is no activity on the connection for the specified timeout interval. Without
the SRTP inactivity timeout, an abandoned SRTP server connection persists until the underlying
TCP connection times out (typically 7 minutes). All networkNRE programmer connections initially
use an SRTP inactivity timeout value of 30 seconds (as set by the "vconn_tout" AUP parameter).

PME programmers can override the initial timeout value on a specified server connection.
Typically, the PME programmer sethe SRTP inactivity timeout to 20 seconds. An inactivity
timeout value of zero disables SRTP inactivity timeout checking.

The SRTP server uses an internal inactivity timeout resolution of 5 seconds. This has two effects.
First, any nonzero inactivity timeout value (either set bythe AUP parameter or overridden on the
programmer connection) is rounded up to the next multiple of 5 seconds. Additionally, the actual
SRTP inactivity timeout detection for any individual connection may vary up to an additional 5
seconds. The actual inactivity detection time will never be less than the specifiedlue.
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Note: The SRTP inactivity timeout applies only to programmer connections over SRTP. It does not

affect HMI or SRTP channels.

Ethernet Redundancy Operation

TheRedundant IP feature allows a single IP address to be assigned to two Ethernet modules,

Contents
Jul 2022

where the two modules are in two different PLCs configured as a redundant system. This
functionality has been integrated into the product line, as follows:

CPU

Embedded
Ethernet
Redundancy
Support

Support via Ethernet
Module (ETM00:Jx
or ETMOO0XKXxxx)

CPL410

All firmware
versions

Not supported

CPEA400

Embedded
Ethernet
requires CPU
Firmware
Version 9.30

Not supported

CPE330

Embedded
Ethernet
requires CPU
Firmware
Version 8.70

Supported

CPE302/CPE305/
CPE310

Not
supported

Not supported

CPE205/CPE210/CPE215/CPE220/CPEZ

Not
supported

Not supported

CPE100/CPE115

Not
supported

Not supported

CRU320

Not
supported

Supported

The Redundant IP Address is configured additionto the normal unique (direct) IP address of each

interface.

Only one of the two Ethernet interfaces that share the Redundant IP address may use the

Pcbslb_| r GN

_bbpcaqg

_r 1w
Ethernet interface activates the Redundant IP address and starts resplamg to the Redundant IP
address in addition to its direct IP address. The active unit continues responding to the Redundant
IP address until it is commanded to deactivate the Redundant IP or until the Ethernet interface

rgkc?9

determines that it has lost communcations with the PLGCPU.

The backup unit does not initiate communications or respond on the network using the
Redundant IP address. It can only use the Redundant IP address if it is commanded by its CPU to

become the active unit.

Both the active and backip unit may continue to use their direct IP addresses, permitting

programmer connection to the active or backup PLC at any time.

rfgaq

9q
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Figure 2: Ethernet Operation in Redundancy Mode

i Redundant System i
Direct IP PLC A :
Programmer ‘Wessésv

\ PLC B /"

Redundant Remote host
IP Address | (HMI, PLC, etc.)

Note: The Redundant IP fature is supported by Hot Standby (HSB) CPUs and AASB CPUSsTo
use this feature, be sure to togglé&Enable Redundandgr the target CPU.

Hot Standby (HSB) CPU Redundancy

An HSB system uses redundant CPUs to provide the coordination between the PLi%sun the
system and determine which is the active unit and which is the backup unit. HSB redundancy
requires dedicated links to provide communications between the units in a redundancy system.
For information about HSB architectures, refer to th€ ACSysims Hot Standby CPU Redundancy
Sqcp o6 gGFE28G8.b c *

Non-HSB Redundancy

Non-HSB redundancy systems use RXBST{EPCPUs that do not have specialized firmware for
amlrpmjjgle pcbslb_law mncp_rgmlq, &Rf cgc ANSq
systems, the application logic coordinates between CPUs that act as redundant partners and
determines which CPU ishte active unit and which are backup units.

Figure3illustrates the use of the redundant IP feature in a neHSB redundancy system. Two nen
HSB CPUs (designated primagnd secondary) are linked by a communications connection. An
Ethernet interface in each controller is configured with Redundant IP enabled so that they share a
Redundant IP address. As in an HSB system, only the active Ethernet interface can communicate
through the Redundant IP address to produce EGD exchanges or to initiate Channel operations.

The application logic must monitor the status of the Ethernet modules in the system to manage
the active/backup status of each controller.

18
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Figure 3: Basic NonHSB System with Redundant IP

Primary Controller Secondary Controller
C|E II- C|E |L
P T PI T\
Ul M| k Ul M| k
} 1
1
1
D o e __1
Ethernet

Remote Device

Effect of Redundancy Role Switching on Ethernet
Communications

When a redundancy roleswitch occurs, Ethernet communications switch to the backup unit,
which does not knowany communication state at the previouslyactive unit. The application must
include logic to detect loss of communication during a redundancy rolswitch and to then
reinitiate communication.

Remote hosts on the network view redundant systems as a single PLC with high reliability; the
remote host only prioritizes the active unit. By using the Redundant IP address, the remote host
always communicateswith the active unit. When a redundancy role switch occurs, the formery
active PLC gives up ownership of the Redundant IP address and takes down all connection
oriented communications currently using the Redundant IP address. The applications in the
redundant system and remote hosts must reestablish any such communications; the new
Redundant IP connections will use the newly active PLC.

The programmer can still communicate directly with each PLC in the redundant system (for
example, to store new logic or onfiguration) using the direct IP address of each Ethernet
interface.

19
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Role Switching in HSB Redundancy Systems

In HSB redundancy systems, a role switch is initiated automatically by the redundant CPU when
one of the following occurs:

An active unit detects a fatal fault

An active unit is placed in Stop mode

An active unit is powered off

An HSB role switch is indited manually or by the application logic

> > >

To perform a role switch manually in redundant systemihat employ RMX modules, toggle the
Role Switchbutton located on the front panel of the RMX module.

CPE400/CPL410 permits the operator to manually perform ale switch via the OLED display
menu, using the RDN Command feature.

For additional information about role switches in HSB systems, refer to tRRACSystems Hot
Qr I b w ANS PcbslIGBk230&w Sqcpodog Esgbc*

Role Switching in Non-HSB Redundancy Systems

When redundant IP is enabled for an Ethernet module in a nég#iSB CPU system, it is the
responsibility of application logic to set the redundancy mode of the Ethernet module. THget
Application Redundancy Mo&ervice Request (SVC_REQ 55) instruction is usedform the

Ethernet module of the current redundancy role of the host CPU. This SVC_REQ should be used to
provide redundancy role switch notification to all Ethernet interfaces in the controller that are
configured for redundant IP operation.

After commanding a role switch for an Ethernet interface, the application logic can monitor the
kmbsjcog J?L glrcpd_ac Qr rsg &JGQ' T mai rm
address. For details about the LIS, refer to Secti@@.7, Monitoring the EtherndnterfaceStatus Bits

Note: Theapplication must allow sufficient time for Redundant IP activation (at least 12@s)
before commanding another redundancy role switch.

When an Ethernet interface recognizes that a redundant IP address has been configured for it, the
module sends a mail mesage to the CPU to register for redundancy role switch naotification. In
non-HSB systems, the Ethernet interface is initially put into backup mode. After powap, the
application logic must use @ SVC_REQ to set the redundancy state to the desired valuend®
running, the CPU remembers the last commanded redundancy role sent to that Ethernet
interface. When an Ethernet interface is restarted, the CPU automatically commands the Ethernet
interface to its last redundancy state withoutan explicit action by theapplication logic.

Going to Stop Mode

When a nonrHSB CPU goes to Stop mode, Ethernet interfaces that are configured for redundant IP
are automatically set to backup mode. When the CPU is subsequently returned to Run mode, the
Ethernet interfaces remain irbackup mode until the application logic sets the redundancy mode

to active.
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Stop/IO Scan Enabled Mode

In this mode, I/O scanning including EGD service continues when the nrbl$B CPU is stopped.
However, Ethernet interfaces configured for redundant IP agration are automatically set to
backup mode and normal EGD production for those interfaces is stopped. Only the EGD
exchanges withProduce in backup moamabled are produced while the CPU is in Stop/IO Scan
Enabled mode. To stop production for all EGD pduced exchanges including®roduce in backup
modeexchanges, choose the Stop/IO Scan Disabled mode of operation.

Commanding a Role Switch in a Non-HSB Redundancy System

Use the Set Application Redundancy Mode service request (SVC_REQ 55) withiH8B CPUs to
request that the CPU send redundancy role switch commands to all Ethernet interfaces in that PLC
that are configured for redundant IP operation. For details on usirthe Service Request function,
refer to the PACSystems RX7i, R48d RSTEP CPU Reference ManG&k2222.

SVC_REQ 55 is recognized in nd#SB CPUs only. This service request sends a role switch
command to all Ethernet interfaces in the PLC that are cfigured for redundant IP operation. The
application must monitor the LAN interface Status (LIS) word for each Ethernet interface to
determine whether the Redundant IP address is active at that interface.SVC_REQI68s not
affect Ethernet interfaces that ae not configured for redundant IP operation.

SRTP Server Operation in a Redundancy System

Only the active unit maintains SRTP Server connectioasthe Redundant IP addresmsd can
respond to SRTP requests. The backup unit does not respond to the Redund&haddress. When
an Ethernet interface changes from active to backup state, it takes down all SRTP Server
connections and their underlying TCP connections that use the Redundant IP address.

Both the active and backup units maintain SRTP Server connectoat the direct IP address for
network communication with the programmer. Other remote hosts should use the Redundant IP
address when communicating to a redundant system. Existing SRTP Server connections at the
direct IP address are not disturbed when thEthernet interface switches between active and
backup states.

SRTP Client Operation in a Redundancy System

Only the active unit establishes and maintains SRTP Client connections (channels). The backup
unit does not initiate any SRTP Client operations. IRSP Client operations are attempted, a
COMMREQ error status is returned to the local logic program. When the Ethernet interface
changes from active to backup state, it takes down all SRTP Client connections and their
underlying TCP connections.

Because itcan take some time to take down a TCP connection, the redundant system should
reserve a spare SRTP Client connection for each connection using the Redundant IP address. That
will prevent temporary resource problems when establishing new SRTP Client connieos to the

new active unit while the previous connections to the old active unit are being taken down.
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Modbus TCP Server Operation in a Redundancy System

Only the active unit maintains Modbus TCP Server connectioasthe Redundant IP addresand
can respond to Modbus TCP requests. The backup unit does not respond to the Redundant IP
address. When an Ethernet interface changes from active to backup state, it takes down all
Modbus TCP Server connections and their underlying TCP connections that use thdiReant IP
address.

Remote hosts should use the Redundant IP address when communicating to a redundant system.
Existing Modbus TCP Server connections at the direct IP address are not disturbed when the
Ethernet interface switches between active and backustates.

Modbus TCP Client Operation in a Redundancy System

Only the active unit establishes and maintains Modbus TCP Client connections (channels). The
backup unit does not initiate any Modbus TCP Client operations. If Modbus TCP Client operations
are attempted, a COMMREQ error status is returned to the local logic program. When the
Ethernet interface changes from active to backup state, it takes down all Modbus TCP Client
connections and their underlying TCP connections.

Because it can take some time to te down a TCP connection, the redundant system should
reserve a spare Modbus TCP Client connection for each connection using the Redundant IP
address. That will prevent temporary resource problems when establishing new Modbus TCP
Client connections to thenew active unit while the previous connections to the old active unit are
being taken down.

EGD Class 1 (Production & Consumption) in a Redundancy
System

The active unit produces Ethernet Global Data exchanges to the network. The backup unit
produces onlythe EGD exchanges for which Produce in Backup Mode is enabled. When the active
Ethernet interface changes tahe backup, it stopsthe production of all EGD exchanges.

When configured for Redundant IP operation, the active and backup Ethernet interfaces sitd
also be configured to consume EGD exchanges via multicast host groups or the local subnet
broadcast address. This permits both the active and backup units to receive the latest data from
the network. Emersondoes not recommendUnicast operation as thebackup unitas it willnot
consume any unicast exchanges at the Redundant IP address.

The IP address the exchange is produced from should not typically matter to the Consumer. If the
consumer is only capable of listening to communications from the Redund& IP address, the
Produce EGD on Redundant Btting in the Ethernet interfaces Settings tab should be set to True.
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EGD Class 2 Commands in a Redundancy System

Remote hosts should use the Redundant IP address when communicating to a redundant system.
Only the active unit responds to EGD commands. The backup unit does not respond to the
Redundant IP address. When the active Ethernet interface changes to the backapy inprocess
EGD commands over the Redundant IP address are abandoned.

When configured for Redundant IP operation, only the active unit sends EGD commands on the
network. If the backup unit tries to initiate any EGD commands, a COMMREQ error status is
returned to its application program. When the active Ethernet interface changes tine backup,
any EGD commands ithe process are endedlssuing EGD commands to the direct IP addreiss
not recommended; both the active and backup units will respond to EG commands received at
the direct IP address.

Web Server Operation in a Redundancy System

Only the active unit processes Web server requests at the Redundant IP address and responds to
Web page requests. The backup undoes not respond to the RedundantP address. When the

active Ethernet interface changes tdhe backup, all Web server connections and their underlying
TCP connections are disrupted. The Web server maintains its underlying TCP connection only long
enough to process:

A A new Web pageaequest
A A new TCP connection opened, used, or closed for each subsequent Web page display or
update.

The Redundant IP address is transparent to the Web remote browser unless a Web page change or
update is requested during the redundancy role switch. Af/eb page request in process over
the Redundant IP when a role switch occurs is terminated.

Although not recommended, the remote browser may issue Web server requests to the direct IP
address. Both the active and backup units respond to Web server requestseived at the direct IP
address. Remote Web browsers are expected to use the Redundant IP address when
communicating to a redundant system.

FTP Operation in a Redundancy Systém

FTP operations can transfer setup and configuration data to the Etherneteérface. Using FTP
operations for communication with the actual PLC applicatiois not recommended. FTP
operations should only be performed using the direct IP address.

SNTP Operation in a Redundancy System

A PACSystems Ethernet interface can operate @as SNTRlient-only, which enables the interface
to only receive broadcast time messages from an SNTP Server on the network. SNTP operation is
unaffected by the current Ethernet redundancy state or by redundancy role switches.

3FTP is not supported by ETMOGKxxx

Introduction
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Remote Station Manager Opeaation in a Redundancy System

The remote Station Manager should respond to the direct IP address whether the unit is active or
backup or whether the Redundant IP is configured.

Only the active unit responds to remote Station Manager commands at the RedunaialP address.
The backup unit does not respond to the Redundant IP address. (Station Manager responses from
the Redundant IP address can be misleading because it is difficult to determine which Ethernet
interface is responding.)

IP Address Configurationn a Redundancy System

Redundancy systems should explicitly configure both the direct IP address and the Redundant IP
address. Do not set up the direct IP address via BOOTP.

The Redundant IP address must be configured on the same local sustwork as the drect IP
address and gateway IP address (if used).
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Section 2:Installation and Startup: RX3I/RSTFEP
Embedded Interface

The RX3i CPUs with CPExxx designation (CPE302, CPE305, CPE310, CREB8BIPE400), the CPL410 and RER
CPED5/CPE210/CPE215/CPE220/CPE24IPE100/CPE115 provide an embedded Ethernet interface for programmer
communications. Thissection describes user features and provides basic installation and startup procedures for this
interface.

1 Ethernet Interface Controls ad Indicators

Module Installation

1 Connection to a 10Baser/100BaseTX Network (all CPExxx) orld®00BaseT (CPE330,
CPE400Qand CPL410 only)

1 Pinging TCP/IP Ethernet interfaces on the Network

==
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2.1 RX3I/RST{EP Embedded Ethernet Interface
Indicators
Many ofthe Ethernetinterfaces feature Ethernetportswith two LED indicators,100/ACTand LINK
The 100/ACTLED indicates the network data speed (10 or 1G@F 1000 Mb/sec). This LED is lit if the
network connection at that network port is 1000r 1000 Mbps.
TheLINKLED indicates the network link status and activity. This LED is lit when the link is physically
connected. It blinks when traffic is detected at that network port.

2.1.1 Ethernet Port LEDs Operation

CPE302/CPE305/CPE310 Ethernet LED Operation

LED LED fate Eth t Port Stat
PR ernet Port State
OOn iBlinking OOff
° On, Green The retwork data speed is 100 Mbp$-Axxx) or 1000
Mbps (-Bxxx)
100
o Off The retwork data speed is 1Mbps (-Axxx) or 10/100
Mbps (-Bxxx)
O On, Amber The link is physically connected.
LINK -:3 Blinking, Amber Traffic is detected at the port.
O Off The Ethernet port is not physically connected.

CPE330 Ethernet LED Operation

LED LED State Operating State

@ On Green The corresponding link is physically connected.
LINK(upper) ':: Blinking Green| Traffic is detected at the corresponding port.

Off No connectionwasdetected at the corresponding

© port.

o On Amber
1 Gbps (LAN1) or
| Corresponding network data speed is 1 Gbps.
(lower) On Green

© (LAN2)

Installation and Startp: RX3i/RSTEP Embeddedténface
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LED LED State Operating State

Corresponding network data speed is 100 Mbps or 1(

ff
© © Mbps.

CPE400/CPL410 Front Panel Ethernet LED Operation (LAN1, LAN2,

LAN3)
LED LED State Operating State
0) On Green Thecorresponding link has been established.
Link Blinkin
Status ‘:: Green g Traffic is detected at the corresponding port.
(upper)
O Off No connectionwasestablished atthe corresponding port.
Link ® On Green Corresponding data speed is 1 Gbps or 100 Mbps.
Speed
(lower) O Off Corresponding network data speed is 10 Mbps

CPE400 Underside Ethernet LED Operation (EFA)

LED LED State Operating State

© On Green The corresponding link has been established.

Link Status ':: Blinking Green| Traffic is detected at the corresponding port.

(upper)
Off No connectionwasestablished atthe corresponding port.
0] On Green Corresponding network data speed is 1 Gbps.
I(_Iic?vl\jesr)p eed O On Yellow EFA port only: network data speed is 100 Mbps
O Off Corresponding network data speed is 10 Mbps
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CPL410 Underside Ethernet LED Operation (ETH)

LED LED State Operating State

@) On Green The corresponding link has beeestablished.

Link Status - . .
':: Blinking Green| Traffic is detected at the corresponding port.

(upper)
@) Off No connectionwasestablished atthe corresponding port.
O] On Green Corresponding network data speed is 1 Gbps.
I(.ligvl\je?)peed O On Yellow GPOS port only: network data speed is 100 Mbps
@) Off Corresponding network data speed is 10 Mbps

CPE100/CPE115 Ethernet LED OperatioiLAN1, LAN2)

LED LED State Operating State

Link 0) On Amber Corresponding data speed is 100 Mbps.

Speed

(upper) O Off Corresponding network data speed is 10 Mbps
@ On Green The corresponding link has been established.

LinkStatus| s, Blinking

Traffic is detected at the corresponding port.
(lower) w Green P gp

O Off No connectionwasestablished atthe corresponding port.

CPE205/CPE210/CPE215/CPE220/CPE240 Ethernet LED Operation
(LAN1, LAN2)

LED LED State Operating State
& The corresponding link has been established.
ACT :: Traffic is detected at the corresponding port.
. No connection wasestablished at the corresponding port.
o Corresponding data speed is 1Gbps.
LNK QO Corresponding data speed is 100 Mbps.
{3 Corresponding data speed is 10 Mbp@ot supported).
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Module Installation

For general information about CPU module andystem, installation refersto the PACSystems RX3i
System ManualGFK2314 Sections2 & 3.

Forthe RSTHEP CPU modeteferto RSTEP System ManyabFk2958D, or later.

Ethernet Port Connector

0l &
o

The RX3i CPE302/CPE3@xxand CPE310AxxxCPUs providene %
10BaseT/100BaseTX Ethernet network port connector.The RX3i
CPE302/CPE30BxxxCPUs providewo 10BaseT/100BaseTX/1000Base 0
TXSwitched Ethernet network port connectors. RSTiEP CPE20EPU
provides two andCPE210/CPE215/CPE220/CPE240 CPUs protidee Figure4: RJ45
100BaseTX/1000BaseT Ethernet network port connectors.When a Connector

CPE330 is configured as a CPU320, Ethernet properties cannot be
configured. However, the embedded Ethernet pots may be used with
the default IP Addresses.

2.2.1 Connection to a 10Basel/100Base TX/1000Base T Network
Either shielded or unshielded twisted pair cable may be attached to an Ethernet port. The 10Base
T/100BaseTX/1000Base T twisted pair cable must meet the applicable IEEE 802 standards.
Category 5 cable is required for 100Bas€x/1000Base T operation.

The Ethernet port automatically senses the speed (1dbps or 100Mbpsor 1Gbpg, duplex mode
(half-duplex or fullduplex), and cable configuration (straightthrough or crossover) attached to it
with no intervention required.

2.2.2 10BaseT/100BaseTX/1000Base T Port Pinouts

Pin Numbef* Signal Description Signal (1000BaseT) Description (1000BaseT)
1 TD+ Transmit Data + BI_DA+ Bi-directional pair A+

2 TDi Transmit Datai BI_DA Bi-directional pair A

3 RD+ Receive Data + BI_DB+ Bi-directional pair B+

4 NC No connection BI_DC+ Bi-directional pair C+

5 NC No connection BI_DG Bi-directional pair G

6 RDI Receive Datd BI_DB Bi-directional pair B

7 NC No connection BI_DD+ Bi-directional pair D+

8 NC No connection BI_DD Bi-directional pair D-

Note: Pin assignments are provided for troubleshooting purposes onlft0BaseT/100Base
TX/1000-BaseT cables are readily available from commercial distributors. We recommend
purchasing rather than making 10Basé/100BaseTX/1000Base T cables.

4Pin 1 is at the bottom right of the Station Manager port connector as viewed from the finb of the module.
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The programmer is connected to the Ethernet interface through a 10Bask or 100Bag-TX
network.

Figure 5: Ethernet Cable Routing

Hub/Switch/Repeater

b

Ethernet Port
on RX3i/RSTi-EP
CPEXxXX

Programmer 10BaseT/100Base-TX Twisted Pair Cable

To other network devices

Pinging TCP/IP Ethernet interfaces on the Network

PING (Packet InterNet Grouper) is the name of a program used on TCP/IP networks tottest
reachability of destinations by sending them an ICMP echo request message and waiting for a

reply.

You should ping each installed Ethernet interface. When the Ethernet interface responds to the
ping, it verifies that the interface is operational and configured propeyl. Specifically, it verifies
that acceptable TCP/IP configuration information has been downloaded to the interface.

For configuration details, including setting an initial IP address, refer ®ection 4; Configuration

Determining if an IP Address is Already Being Used

It is very important not to duplicate IP addres3esdetermine if another node on the network is
using the same IP addrss:

1. Disconnect your Ethernet interface from the LAN.

2. Ngle rfc bggamllcarcb glrcpd_acoq GN _bbpcqq,
address is already in use by another node. Yowstcorrect this situation by assigning a
unigue IP address.

Note: This method does not guarantee that an IP address is not duplicated. It will not detect a
device that is configured with the same IP address if it is temporarily off the network.
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Section 3:Installation and Startup: Ethernet
Module Interfaces

This chapter describes the features and basic installation procedures for Ethernet module
interfaces ETM00ZXJxand ETMO01KxxxEthernet interface Controls and Indicators

0o Ethernet LEDs
o Ethernet Restart Pushbutton
o Front Panel Port
o Ethernet Port Connections
A Module Installation
0 RX3i RackBased Ethernet Interface Modules
A Ethernet PortConnectors
0o Embedded Switch
0 Connection to a 10Basel/100BaseTX/1000Base T Network

A Station Manager Port
A Verifying Proper PowetUp of the Ethernet interface After Configuration
A Pinging TCP/IP Ethernet interfaces on the Network
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3.1 Ethernet Module Interface Characteristics

There are two versions of the RX3i radkased Ethernet module. Please note the differences in the table below:

ETMO0ZJX

ETMOOZEKXXX

The ETM00LJxEthernet module provides:

1 An Ethernet 10Basel/100BaseTX
interface

1 Two RH#M5 Ethernet ports. Either or both of
these ports can be attached to other
Ethernet devices. Each port automatically
sensesthe data rate (10 Mbps or 100
Mbps), duplex palf-duplex orfull-duplex),
and cabling arrangement étraight-
through or crossover) of the attached link.

1 An embedded autodetect/auto-switch
Ethernet switch, which provides a means
to switch Ethernet data and allowdaisy-
chaining of Ethernet cabling, and provides
a method to automatically detect Ethernet
cable wirecrossover.

Figure 6: ETM001-JxFaceplate

Installation and Starup: Ethernet Module Interfaces

The ETM001Kxxx Ethernet module provides:

f

An Ethernet 10BaseT/100Base
TX/1000BaseT interface

Two RJ45 Ethernet portarelocated onthe
underside ofthe module. Eitheror both
ports can attach to other Ethernet devices.
Each port automatically sensethe data
rate (10 Mbps/ 100 Mbps / 1000 Mbps),
duplex (half-duplex orfull-duplex), and
cabling arrangement (straight-through or
crossover) of the attached link.

An embedded aitodetect/auto -switch
Ethernet switch, which provides a means
to switch Ethernet data and allondaisy-
chaining of Ethernet cabling, and provides
a method to automatically detect Ethernet
cable wire crossover.

Figure 7: ETMO001-Kxxx Faceplate

34



N? AQwqr ¢ k g E PER FCP/IPIEtherriQ@Rrgmunications User Manual Section 3
GFK2224AD Jul 2022

3.1.1 Front Panel Port

The revised Ethernet module ETMOGKxxx has been updated with an RJ45 port. The Ethernet port
supports Station Manager over IP. The default IP settings on the front panel port &@10.0.100
subnet 255.255.255.0, gateway 0.0.0.0 Note: The Front panel pa does not support

PAC%nalyzer onlythe Station Manager.

3.1.2 Ethernet Port Connections

Each port on arETM001 orETMO01Kxxx operates independently, so devices that operate at
different speeds and/or duplex modes may be attached to the ports. Riefault, all ports (even
empty) are set for Automatic, which enables autenegotiation for the widest range of options
supported by the port. The port connection speed can be manually configured for slower speeds
(10/100 Mbps) on the LAN1 tab irPME.

The ports can auto-negotiate to 10/100/1000 Mbps at full or half-duplex. The speed can be
limited through Hardware Configuration (ETMO001Kxxx) or AUP settings (ETM001) to 10 Mbps or
100 Mbps. 1000 Mbps operation is only available with autnegotiation on an ETMI01-Kxxx.

On the ETM001Kxxx,the half-duplex operation does not resend a packet that experiences a
collision at the hardware level. A collision is reported as a send or receaige error and TCP retries
or other retry mechanisms must resend the data.

Embedded switches have limited memory to store packets. If there is a speed difference between
incoming traffic and outgoing traffic, there is an increased probability of network traffic being
dropped due to resource limitations. For example, if Port 1 has astablished 1000 Mbps link and
Port 2 has an established 100 Mbps link, then traffic traveling in from Port 1 and out Port 2 must
be buffered since traffic is leaving at a maximum ratef 10 times slower than the maximum
incoming rate. As the network loading increases, the likelihood of data being dropped increases.
Dropped packets are indicated in the Station Manager Tallies. If there are significgrdropped
packets due to a speed mismatch, it may be useful to limit the speed at the ETMO&IXxx) to
match the larger network. Speed changes in a system méag handled better with switches with
more packet buffer memory.

Figure 8: Bhernet Port Connectors on IC695ETMO001 -Kxxx

Bottom of Module Port 1

Front

Port 2
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LEDs on the RX3i Ethernet Interface Module

LEDs provide an immediate visual indication of the operational state of the Ethernet module and
port link status. The LEDs and their operation are described in Chapget.1, Ethernet Port LEDs
Operation

Ethernet LEDs

Ethernet modules have LEDs to indicate the state and status of the Ethernet interface:
ETMO00XJx

TheE f cpl cr kmbsj c baye tMrLEDs.prhedbottonm UEP is tiek speed LED. This
LED is on for 100 Mbps and off for all other speed®e top LED is the link/activity LED. This will be
on when there is a link at any speed. The top led will blink when there is inbound or outbound
traffic.

ETMOOEKXXX

I mr f _tc JCBg ml

The Ethernetmodul®d g Cr fcpl cr nmprq i
r - n_1lcj bggnj _w*

ug
gl bga_rcb ml rfc kmbsjcoq dpm
traffic.

LANOKLED Operation

The LANOKLED indicates access to the Ethernet nebsk. During normal operation, the LANOK
LED blinks when data is being sent or received over the network directed to or from the Ethernet
interface. It remains on when the Ethernet interface is not actively accessing the netwolut the
Ethernet physicalinterface is available and one or both of the Ethernet ports is operational.

It is off otherwise unlessafirmware update is occurring.

LOG EMPTY.ED Operation

TheLOG EMPTYED indicates the condition of the Ethernet interface in normal operational mode
If the LOG EMPTYED is off, an event has been entered into the exception log and is available for
viewing via the Station Manager interface. TheEOG EMPTYED is on during normal operation
when no events are logged.

In the other states, theLOG EMPTYHD is either off or blinking and helps define the operational
state of the module. For more information on LED behavior, refer t8ection 12:Diagnostics

Ethernet OK LED Operation

The Ethernet OK LED indicates whether the module can perforthe normal operation. This LED is
on for normal operation and flashingor all other operations. When hardware or unrecoverable
runtime failure occurs, theETMO00XJx wilblink a two-digit error code identifying the failure. The
ETMO0XKxxx will blink &our-digit code. For assistance troubleshooting errorscheck Section
12.5, ETHERNET OK/IED Blink Codes for Hardware FaillEESIQ01-J3. For assistance
troubleshooting ETMO001-Kxxx, please call Technical Support.
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Ethernet Port LEDs Operation (100Mb and Link/Activity)

The face of the Ethernet module is equipped with LEDs to indicate a physical connection at the

network port and network traffic speed.

Ethernet
interface module

Link/Activity Location

Link/Activity Behavior

IC695ETMO001

Two Ethernet ports (1A and 1B)
ugrf rum JCB gl
_I'b TJGLI &' _pec
front of the interface module.

100i LED indicates the network
data speed (10 or 10@Mbps).
When the LED state is ON, the
network connection at that
network port is 100 Mbps.

Linki LED indicates network link
status and activity. When the LED
state is ON, the link is physically
connected. When the LED blinks,
traffic is detected at that network
port. (Traffic at the port does not
indicate traffic is present at ¢h
Ethernet interface. Traffic may be
introduced between ports of the
switch)

IC695ETMO0%
KXXX

Six single color green LEDs are
located on the face of the
interface module. The LEDs are
labeled 10, 100, 1000 for each of
the two Ethernet ports.

Two Ethernd ports (1 and?) are
located on the underside of the
interface module.

When the LED state is ON, the
link is physically connected.
When the LED blinks, traffic is
detected at that network port.

The LED label indicates network
traffic speed.

Installation and Starup: Ethernet Module Interfaces
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RestarfResetPushbutton Operation

For PACSystems Ethernet interfaces, an Ethernet restart occurs when tastart/reset pushbutton
ispressed andreleased. The duration that therestart/reset pushbutton is pressed determines the
operation after the restat occurs.

If the Ethernet interface uses any optional Ethernet plutn applications, these applications are
ordinarily started upon each powerup or restart. To restart the Ethernet interface without starting
any Ethernet plugin applications, press andhold the Ethernetrestart/reset pushbutton between
five and 10 seconds.

If the Ethernet interfacecanrestart into firmware update operation, press and hold the Ethernet
restart pushbutton for more than 10 seconds. This is typically done durirtgpubleshooting to
bypass possibly invalid firmware and allow valid firmware to be loaded using WinLoader.

If the Ethernet interface uses theeset button to set a fixed temporary IP address, press and hold
the reset button for more than five seconds. Enténg the IP Setup Modeill display a light pattern
mil rfc dpmlr n_Ilcjoq rp_ddga qgqncchb JCBgq,

Pushbutton-controlled restart operations are listed below, with the LED indications for each

Restart Operation ETMO00%Jxi Press and ETMO00XKxxx- Press and
Hold Restart Hold Reset Functionality
Functionality

Restart the Ethernet interface Less tharfive seconds Less tharfive seconds

normally, and start any optional
Ethernet plug-in applications that
are being used.

Restart the Ethernet interface Fiveto 10 seconds N/A
without starting any Ethernet
plug-in applications.

Put into IP Setup Mod® setan N/A More thanfive seconds
initial IP address.

Restart the Ethernet interface More than 10 seconds After arestart, press and
into firmware update operation. hold the resetbutton on

power-up (until the top
three LEDs flash)

When forced into firmware update operation, but before the firmware update begins, press the
Ethernet RestartResetpushbutton again to exit the firmware update mode andestart with the
existing firmware. Once the firmware update begins, the existing firmware is erased and the
Ethernet RestartResetpushbutton is disabled until the firmware update is complete.

If the firmware update mode was entered mistakenly, simplyemove and replace the Ethernet
module from the backplane.

Setting a Temporary IP Address with the Reset Button

To use the Reset Button teet atemporary IPaddress, referto the Section entitled Assigning a
Temporary IP Address Using the Programming Software
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3.2 Ethernet Module Installation

For general information aboutthe module and system installation, or if the installation requires CE
Mark compliance, refer to thePACSystems RX3i System Mana@&k2314.

3.2.1 Module Installation

1. Holding the module firmly, align the Figure 9: Install Module into RX3i Backplane
module with the correct slot and

connector. @

2. Cle_ec rfc kmbsjcogqg
the notch on the top of the backplane(1).

3. Swing the module down (2) until the
kmbsjcdg amll car mp
_ainj_lcog T _ainj _ @

4. ETMOOXKxxx:Secure the bottom of the
module to the backplane using the
machine screws provided with the module
(3). ETMO001: Secure bottom withthe
spring-loaded latch mechanism.

3.2.2 Module Removal

1. TheETMOOXJxand ETM0O01Kxxx may Figure 10: Remove Module from RX3i Backplane
be removed from the RX3i rack with
the power supplied to the rack.

2. ETMOOXKxxx:Loosen the screws at
the bottom of the module (1).
ETMO0O0L1: Release the sprintpaded
latch mechanism onthe underside of
the module.

3. Pivot the module upward until its
connector is out of the backplane (2).

4. Lift the module up and away from the
backplane to disengage the pivot
hook (3).
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3.3 Ethernet Port Connectors

The Ethernet interface module has two Ethernet port connectors, each of which supports both
10BaseT, 100BaseTX, and 1000BaseT operation using either fullduplex or halfduplex
operation. These 8pin RJ45 connectors are used tmonnect the Ethernet interface to a hub,
repeater, switch, oranother Ethernet device.

3.3.1 Embedded Switch

The two Ethernet port connectors are controlled by an embedded network switch in the module.
The module has only one interface to the network (one Etheet address and one IP address).

Figure 11: Diagram of Embedded Ethernet Switch °

PACSystems
Ethernet Interface

Ethernet
Processor

Ethernet
MAC

10/100/1000
Network Switch

5 ETMOO0ZJx is only capable of 100 Mbps speeds.
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For simple installations, the embedded switch allows devices to be connected without additional
components.

Figure 12: System Diagram: Ethernet Routing Using Embedded Switch

Operator Personal
Interface PLC PLC Computer

Use extra care when placin@LCs in a daisghain configuration without additional components.
Power loss or reset at an Ethernet interface can cause loss of communication to any devices
downstream from that Ethernet interface in the daisy chain. Restarting the Ethernet interface &vi
the Ethernet Restart/RESET pushbutton, for example) disrupts daisy chain communication.

Each switch port defaults to the correct link speed and duplex mode for the device connected to
the other end of the link. Each port operates independently; devices two different speeds
and/or duplex modes may be attached to the two ports. By default. each port will automatically
detect the attached cable and will work properly with either straighthrough or crossover cables.

CAUTION

The two Ethernet ports onthe Ethernet interface must not be connected, directly or indirectly, to

the same device. The connections in an Ethernet network based on twisted pair cabling must form

a tree and not a ring. Failure to follow this caution may cause duplication of packetsd cause a
network overload.

CAUTION

The IEEE 802.3 standard strongly discourages the manual configuration of duplex mode for a port

(as would be possible using Advanced User Parameters). Before manually configuring duplex

mode for an Ethernet interface prt using advanced user parameters (AUP), be sure that you know
the characteristics of the link partner and are aware of the consequences of your selection. Setting
Crfcrg

"mrf rfc qnccb _I'b bsnjcv ?SNg ml | G Aautd-6
negotiation function. If its link partner is not similarly manually configured, this can result in the
jgli n_prlcp amlajsbgle _I glamppcar bsnjcyv

incompatible DTE/MAU combinations such afull-duplex mode DTEo a half-duplex mode MAU,
or a fulkduplex station (DTE or MAU) to a repeater or other hatuplex network, can lead to severe
network performance degradation, increased collisions, late collisions, CRC errors, and

sl bcrcarcb b_r_ amppsnrgml, o

Note: If both speed and duplex mode of an Ethernet interface pois forced using the Advanced
User Parameters file, that port will no longer perform automatic cable detection. This means that
if you have the Ethernet interface port connected to an external switch ¢wub port you must use a
crossover cable. If you have the Ethernet interface port connected to the uplink port on an
external switch or hub, or if you have the Ethernet interface port directly connected to another
Ethernet device, you must use a normal cé.
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3.3.2 Connection to a 10Bas€el/100BaseTX/1000BaseT Network

Either shielded or unshielded twisted pair cable may be attached to a port. The 10Base
T/100Base TX/1000BaseT twisted pair cables must meet the applicable IEEE 802 standards.
Category 5is supported for 100BaseTX operation. Category 5e or C6 is recommended for
1000BaseT speeds.

Each Ethernet port automatically senses whether it is connected to a 10Babg100BaseTX, or
1000BaseT network, half-duplex or fulkduplex. (The automatic negotiation of speed and/or
duplex mode can be explicitly overridden using Advanced User Paramesgattings).

10Base-T/100Base-TX/1000Base-T Port Pinouts

Pin Numbet Signal Description

1 BI_DA+ Bi-directional pair A +
2 Bl_DA Bi-directional pair A-
3 BI_DB+ Bi-directional pair B +
4 Bl_DC+ Bi-directional pair C +
5 Bl_DC Bi-directional pair C-
6 Bl_DB Bi-directional pair B-
7 BI_DD+ Bi-directional pair D +
8 BI_DD Bi-directional pair D-

Note: Pinassignments are provided for troubleshooting purposes onlylOBaseT/100Base
TX/1000BaseT/ cables are readily available from commercial distributor§urchasingcommercial
cables are recommendedather than making cables for this application.
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Connection Using a Hub/Switch/Repeater

The mnnection of the Ethernet interface to a 10Basd, 100BaseT X, or 1000BaseT network is
shown below.

Figure 13: Connection Using Hub/Switch/Repeater

Hub/Switch/Repeater 10/100/

=]
vy

10/100/
1000

Ethernet
Interface

10BaseT/100Base-TX/1000Base-TX

To Other Network Twisted Pair Cable

Devices

Note: Care must be taken with the use of active network control devices, such as managed
switches. If a device inserts excessive latency, especiattigarding the ARP protocol, produced
EGD exchanges may generate PLC Fault Table entries indicating the losscohaumer when the
PLC transitions from STOP to RUN. EGD data will be successfully transferred after an ohéliay.
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Direct Connection to the PACSystems Ethernet interface

Connection of Ethernet devices directly to the Ethernet interface is shown below

Figure 14: Direct Connection to the Embedded Ethernet Ports

10/100/

10/100/
1000

Ethernet
Interface

10BaseT/100Base-
Tx/1000Base-T Twisted
Pair Cable

Other Ethernet Q}
devices such as PCs,

Ethernet Interfaces
on other PLCs,
Operator Interfaces

3.4 Station Manager Port

The ETMO00ZXJxEthernet interface module providesa dedicated R&232 serial port for local Station
Manager use. The nie-pin D-sub connector accepts a standard straighthrough nine-pin RS232
serial cable to connect to a standard A$tyle RS232 port.

The following cable is available: Cable, CPU Programminigc200CBL001
Note RX3i IC695ETMO0Kxxx replaced the Station Maager serial port for an Ethernet port.

3.4.1 Port Settings

The serial (COM) port of the terminal or computer that is connected to the Ethernet interface
must use the same communications parameters as the Etherneatterface.

The default values for the Station Manager port are 9600 bps, 8 bits, no parity, and 1 stop bit. If
the Ethernet interface is configured with default values for this port, or the Ethernet interface has
not been configured, use these default vales. If the Ethernet interface is configured with non
default values for this port, use those values for the serial port settings of the terminal or
computer.
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Station Manager (RS-232) Port Pin Assignment

Pin Nd | Signal Direction Description
1 DCD IN Data Carrier Detect
2 TX ouT Transmit Data
3 RX IN Receive Data
4 DSR IN Data Set Ready
5 GND Signal Ground
6 DTR ouT Data Terminal Ready
7 CTS IN Clear to Send
8 RTS ouT Ready to Send
9 RI IN Ring Indicator
3.5 Verifying Proper Power -Up of the Ethernet

Interface After Configuration

After configuring the interface as described ifSection 4; turn the power OFF to the CPU fori%
seconds, then turn the power back ON. This stargsseries of diagnostic tests. ThHETHERNEJIK
LED will blink indicating the progress of poweup.

The Ethernet LEDs will have the following pattern upon successful powap. Atthe time of this
publication, the Ethernet interface is fully operational and oline.

Ethernet Interface Online LED Label LED Label
(ETM001J3 (ETMO0 Kxxx)

© On ETHERNEOK OK

(OJ LANOK LAN OK

On, blinking, or off depending on
network activity

© On LOG EMPTY LOG EMPTY

If a problem is detected during powesup, the Ethernet interface may not transition directly to the
operational state. If the interface does not transition to operational, refer t&ectionl2:,
Diagnosticsfor corrective action.
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3.6 Pinging TCP/IPEthernet interfaces on the Network

Packet InterNet Grouper (PING) is the name of a program used on TCP/IP networks tottest
reachability of destinations by sending them an ICMP echo request message and waiting for a
reply. Most nodes on TCP/IP network&cluding the PACSystems Ethernet interface, implement a
pingcommand.

You shouldpingeach installed Ethernet interface. When the Ethernet interface responds to the
ping, it verifies that the interface is operational and configured properly. Specificallaping verifies
that acceptable TCP/IP configuration information has been downloaded to the interface.

For configuration details, including setting an initial IP address, refer ®ection 4; Configuration

3.6.1 Determining if an IP Address is Already Being Wke

It is very important not to duplicate IP addres3esdetermine if another node on the network is
using the same IP address:

1. Disconnect your Ethernet interface from the LAN.

2. Ngle rfc bggamllcarcb glrcpd_acoq thedhosendb pcqq,
address is already in use by another node. Yowstcorrect this situation by assigning unique
IP addresses.

Note: This method does not guarantee that an IP address is not duplicateéthis method will not
detect a device that is configured wh the same IP address if it is temporarily off the network.

3.7 Ethernet Plug-in Applications °

Ethernet interface supportsthe use of additional firmware images calledthernet plugn

applications which may implement additional communication protocols. \p to three Ethernet

plug-in applications can be loaded into the Ethernet interface along with the Ethernet firmware via
the WinLoader utility. Each plugin application is identified by a number (43). Once loaded, each
Ethernet plug-in application is stored in non-volatile memory where it is preserved until it is either
overwritten by WinLoader to create another Ethernet plugn application with the same number,

or it is explicitly deleted via thepluginappStation Manager command. For more information on

Sation Manager commands, see thd®?ACSystems TCP/IP Ethernet Communications Station Manager

All Ethernet plugin applications are started during normal Ethernet poweup or restart. During
troubleshooting, the Ethernet RestartResetpushbutton may be used b startup the Ethernet
interface without the plug-in applications (refer tothe Sectionentitled RestartResetfPushbutton
Operation

The functional opeation, PLC interfaces, and Station Manager support for each Ethernet plirg
application are supplied separately from this user manual.

8 ETM00ZKxxx does not support Ethernet Plugn Applications
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Section 4:Configuration

Before you can use the Ethernet interface, you must configure it usiMELogic DeveloperPLC
software.

This chapter includes configuration information for:
A RX3i/RSTEP Embedded Ethernet interface
o Ethernet Corfiguration Data
o Initial IP Address Assignment
o Configuring the Ethernet interface Parameters

A RX3irackbased Ethernet interfaces

Ethernet Configuration Data
Initial IP Address Assignment

Configuring Ethernet interface Parameters

o O o o

Configuring Ethernet Global Data
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4.1 RX3I/RSTiEP Embedded Ethernet Interfaces

4.1.1 Ethernet Configuration Data

The PACSystems PLC is configured exclusively by PEL ogic DeveloperPLC Programmer. For
the initial Programmer connection, an initial IP address ost be manually assigned to the Ethernet
interface as described in this chapter. The PACSystems PLC does not support autoconfiguration.

Generating/Storing/Loading the Configuration

The RX3I/RSTEP embedded Ethernet interface is configured as a sutndule of the CPE module.
The RX3i/RSTEP Embedded Ethernet interface uses an Ethernet configuration and an optional
Advanced User Parameter (AUP) configuration. Both configurations are generated at the
Programmer to be stored on the PLC as part of thiéardwareConfigurationStore sequence. The
configuration may be loaded from the PLC to the Programmer as part of the Configuration Load
sequence. The optional AUP file must be manually generated with a text editor and then imported
into the Programmer. (See Configuring Advanced Udearametersfor details.) Once the
configuration is storedin the PLC, the CPU maintains the Ethernet configuration data in non
volatile memory over power cycles.

The following CPE/CPU/CPLs do not support an AUP file: CPE330, CPE400, CPL410, CPE100
CPE115CPE205, CPE210, CPE215, CPE220, and CPHE2#Oconfigurable AUP parameters for
these CPUs are part of the configuration for thenebedded Ethernet interface. For the CPE330,
CPE400 and CPLA410, this configuration interface is available in PME 8.60 SIM5 or later. For
CPE100/CPEL115, this configuration interface is available in PME 9.50 SIM 2 or later.

Backup Configuration Data

The RX3IRSTiEP embedded Ethernet interface maintains a backup copy of the most recent
Ethernet configuration and AUP configuration in nofvolatile memory. A PLC Configuration Clear
does not affect this backup Ethernet configuration data. When the configuration wsanot stored
from the Programmer or the PLC configuration has been cleared, the Ethernet interface uses its
backup configuration.

Locally Edited Configuration Data

The embedded Ethernet configuration and AUP configuration cannot be locally edited via Stat
Manager. All configuration changes must be performed via the Programmer.
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Initial IP Address Assignment

The RX3i/RSTEP embedded Ethernet interface comes from the factory with a default IP address
(192.168.0.100). This address is intended only for thinitial connection to complete the
configuration and mustbe changed before connecting to the Ethernet network. The IP address
must be selected for proper operation with your network and application. See your network
administrator for the proper IP addres value.

1. UsingPACMachine Edition software, configure the .
Ethernet-enabled CPU in an RX3i target (or) RSHP target Figure 15: Expand CPU Slot to
and assign a new IP address to the embedd&thernet Display Ethernet Node
interface:

2. To configure the embedded Ethernet interface, expand the = E _5|°t 2 (IC69SCPE310)
CPU slot to display the Ethernet interfaceF{gure15). &5 Ethernet

3. Right-click the Ethenet interface to display its parameters: IP Address, Subnet Maskd
Gateway IP Address. Consult your network administrator for the proper values for these
parameters.

Go online with the target and download the configuration. You can use one of tHellowing
methods for the initial connection to the CPE3xx:

Method 1: Through the embedded Ethernet port, using the factorsloaded default IP address
(192.168.0.100). To set the IP address for PME to use to connect to the RX3i, open the target
properties, set Physical Port to ETHERNET, and then enter the factory default IP address value.

Note: The factory-loaded default IP address is valid only whetardware Configurationhas never
been stored to the Controller. This value is overwritten with the configuigtIPaddress each time
that Hardware Configurationis stored to the Controller.

Method 2: Through the Ethernet connection of an ETMOGIXETMO001-Kxxx in the same rack with
a known IP address configuration.

Method 3: Through the RS232 COML1 serial porti This is a data communications equipment
(DCE) port that allows a simple straighthrough cable to connect with a standard ninepin AT-
style RS232 port.

Method 4: CPE310: Through the R885 COM2 serial pori Use SNP programming cable
IC690ACC901

Note: CPE100/CPE115;PE205, CPE210, CPE215, CPE220, CPERI302, CPE30%nd CPE310
do not support the alternate methods of setting a temporarylP address:

A Set Temporary IP Address tool in PME
A BOOTP
A The Station ManagelCHSOSWommand.

CPE330 suppothe Set Temporary IRddresgool in PME TheStation ManagerCHSOSW
command is not supported.

Since the IP Addresses of the CPE4&@d CPL410nay be displayed on its OLED display, the
CPUs do nosupport the Set Temporary IP Addressl.

To restore the default IP Address of the CPEY@IPE115 refer to Section4.1.5, Configuring the
Ethernet Interface Parameters
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4.1.3 Duplicate IP Address

SomePACSystem&RSTIEP CPE employ anlP conflict detection mechanismthat works by
generating an ARP message every 2 minutes to see if any devices on the network have the same IP
address

Thecontroller detects that a network device has the same IP Address as its oguring the
following times:

1  during power-up
1 whenever a new hardware configuration is downloaded from the programmer

1 during operation whenever a device with a conflicting IP Address announces its
presenceon the network.

When a duplicate is detectedduring power-up, following a reset, or following storage of a new
hardware configuration, the Controller:

1 logs a Duplicate IP Address Detected fault for itself,
1 Unit blinks the FAULT LED RED
1 periodically queries the network for resolution of the IAddress conflict.

When a duplicate IP Address is detected after the Controller has established connection to
configured 10-Devices, the Controller:

1 logs a Duplicate IP Address Detected fault for itself,

1 Unit blinks the FAULT LED RED

1 attempts to maintains all Ethernet connections
When the IP conflict is resolved, the Controller:

91 logs a Duplicate IP Address Resolved fault for itself,

1  Unit stops blinking the FAULT LED

Resolving Duplicate IP Addresses

Whenever an IP Address conflict exists,-ased néwork communication with the device(s) may
be disrupted. The IP Address conflict should be resolved by disconnecting one of the offending
devices from the network or assigning each a unique addresResolving a previously detected
conflict requires two ARP message periods with no detected conflict.

The Duplicate IP Address Detected fault lists the MAC address of the offending device in the Fault
Extra Data.
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Below is a sample Log file generated by PMEACAnNalyzer, that shows Faults generated fdP

address conflict and resolve.

Figure 16: Faults generated for IP Address Conflict and Resolve

File Edit Format View Help

A ittt DL FAULT TABLE St bt st bt bttt bt

Last cleared: 83-82-2021 11:23:22
Displaying 15 of 15 faults (@ overflowed), in time descending order.

15. Location: ©.8@ Date/Time: ©3-82-2021 11:39:27.900
Group:16 MOD_OTHR_SOFTWR - Option module software failure
Error Code:488 LAN 1: Duplicate IP Address Resolved
Action:2  Task Num:é
Extra Data: 38 0@ 32 9@ 82 @8 60 @1 ba @2 ©1 00 00 00 20 G0 QO €0 G0 0B 60 @0 60 00
ASCII: 8 . 2

14. Location: 9.8 Date/Time: ©3-82-2021 11:33:58.578@
Group:14 MOD_NF_HARDWR - Module non-fatal hardware error
Error Code:454 LAN transceiver fault; OFF network until fixed
Action:2  Task Num:6 Event Type:20H MNetwork Interface
Extra Data: 28 0@ @1 90 02 00 00 @0 @1 @1 9c 00 20 00 20 00 @0 60 /0 02 00 00 of 00
ASCII:

13. Location: 8.8 Date/Time: 83-82-2021 11:33:28.519
Group:16 MOD_OTHR_SOFTWR - Option module software failure
Error Code:487 LAN 1: Duplicate IP Address Detected
Action:2 Task Num:6
Extra Data: 38 0@ 31 90 02 00 00 @1 =@ 02 01 00 00 00 20 GO PO G0 G0 0@ 00 o0 op 0e
ASCII: 8 . 1 e

12. Location: 8.8 Date/Time: 83-82-2621 11:38:24.638

Group:14 MOD_NF_HARDWR - Module non-fatal hardware error

Error Code:454 LAN transceiver fault; OFF network until fixed

Action:2  Task Num:6 Event Type:28H Network Interface

Extra Data: 28 0@ @1 00 82 00 60 20 @1 @1 9c 00 00 20 20 B0 B0 60 BD 2@ 6P °e oo 0e

ASCII: e oo

11. Location: 6.8 Date/Time: 83-82-2621 11:23:29.675

Group:14@ INFO_CPU_SOFTWR - CPU software event

Ln1, Col1 100%  Windows (CRLF) UTF-2
LED indications for IP address conflict
FLT/RDSD LED blinking RED : IP Conflict igletected
FLT/RDSD LED stop blinking RED : IP Conflict is resolved / No conflict
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PME Support for IP Address Conflict

PACSystems RSEP CPE205/CPE210/CPE215/CPE220/CPE240 support configurable IP conflict
detection. PME provides a configurable parameter named "@@nflict Detection" in the LANX tab
md rfc ANSOQq ck cbbchb Crfcplcr RImecrmpcamlCdge

§ g br
iBgq_"jcb*d ugrf rfc bcd_sjr qcrrgle “cgle iCI _°

If this parameter is enabled, therpotential IP Conflict is checked periodically. Otherwise, the
periodic check for IP conflicts is disabled (that means, IP conflicts can still €kigt no faults are
logged).
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4.1.4 Ethernet Switch Operation with Multiple Speeds

The RSTHEP Backplane controllers havgvo to three Ethernet port connectors, each of which
supports both 100BaseTX and 1000Bas€l operation using either fultlduplex or halfduplex
operation.

A forced transition from 1Gb to 100Mb speedsis required when either Port 1 or 2 is plugged with
an ethernet device that only supports 10Mb. A port is also forced to 100Mb when the Network
Port Criticaketting is enabled for the port in PME Hardware Configuration.

Once a port is running at 100Mb, the controller cannotswitch back to 1Gb speeds
automatically. To get back to 1Gbspeeds a user must disable alietwork-critical ports (if
enabled) and hen manually unplug both Port 1 and 2 anthen replug with 1 Gb

devices. Alternately, the EPXCPE can be poweycled.

If the PME Hardware ConfiguratiofHWC)enables a single Network Critical port, it is possible that
the non-critical port can initiallyrun at 1 Gb speedsas long as no link is present on the designated
critical port. However, the port at 1Gb will be forcedto 100K® gd rfc apgrga_|j
established. Once in the 100Mb state, both ports will remain at 100Mb until the HWCis
cleared/modified and both ports replugged.

4.1.5 Configuring the Ethernet Interface Parameters

To establish communications between the computer hosting PME and the CPU, consider the
following methods:

Initial Ethernet communication with the CPU may be established using the
default IP addresses programmed at the factory:

Note: The IP subnet 192.168.180.x is reserved on the CPE400 and
ANJ2/ ., Gr ggqg Imr _t_gj_"jc dn
Ethernet ports.

Default IP Addresses for

CPE302/CPE305/CPE310/CPE330 CPE205/CPE210/CPE215/C CPE205/CPE210/ CPE400 LAN3
ICPE400/CPLAUCPE205/CPE210/ PE220/CPE24GLPE302/CP CPE215/CPE220/
CPE215/CPE220/CPE240 Ei‘I’E“;’CPIEiTE‘La"dLANl CEEZ‘“’; oea
Embedded Ethernet CPE330/C 00 CPE330/C 00
LAN2

IP Address: 192.168.0.100 10.10.0.100 N/A

Subnet Mask: 255.255.255.0 255.255.255.0 N/A

Gateway: 0.0.0.0 0.0.0.0 N/A

"When the CPE400/410 Target property is configured fanable Redundancy = TyiAN3 will display a8 Redundancin PME and

Switchedor both LAN3 port withLAN 3 = Redundan@yreyed out). LAN3 will not be available to configure.
Configuration 54
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Default IP Addresses for RSTEP
CPE100/CPE115 Embedded
Ethernet

Initial Ethernet communication with the CPU may be established using the
default IP addresses programmed at the factory:

Note: The IP subnet 192.168.180<XXis reserved on the CPE100/115. ltis

I mr _t _gj_"jc dmp amldgesp_rgml m
CPE100/115 LAN1 CPE100/115 LAN2
IP Address: 192.168.0.100 0.0.0.0
Subnet Mask:  255.255.255.0 0.0.0.0
Gateway: 0.0.0.0 0.0.0.0

Connecting to CPE302/CPE305/
CPE310 Embedded Ethernet when
IPAddresses are not known

If the IP address of the CPE302/CPE305/CPE310 embedded Ethernet
interface is not known, communication may be established using one of
these methods to set a permanent IP address:

1 Connect to the CPE302/CPE305/CPE310 via its serial port and assign
IP Address to the embedded Ethernet interface by downloading a
Hardware Configuration

1 Connect to the CPE302/CPE305/CPE310 with PME using an
IC695ETMO001 module with a known IBddress and located in the same
rack. Download a newHardware Configuratiomwith the desired IP
address for the embedded Ethernet interface.

Connecting to CPE330 Embedded
Ethernet when IPAddresses are not
known

If the IP addresses of the CPE330 embedded LAN1 and LAN2 Ethernet
interfaces are not known, communication may be established using one of
these methods to set new IP addresses:

1 Setting a Temporary IFAddress using theSet Temporary IP Addréssl|
in PME. After setting the temporary address, connect to the selected
CPE330 LAN using PME and download a ndardware Configuration
with the desired permanent IP addresse’.

i Connect to the CPE330 with PMEsing an IC695ETM001 module with &
known IPaddress and located in the same rack. Download a new
Hardware Configuratiowith the desired permanent IP addresses for the
CPE330 embedded Ethernet interfaces.

Connecting to CPE400 or CPL410
Embedded Ethernet wlen
IPAddresses are not known

Use the OLED display to read the IP Address of any LAN.

Note: TheSet Temporary IP Addréssl is not available for CPE400 or

CPLA410.

8 This method is not supported in firmware 9.80 or later.

Configuration
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Connecting to CPE100/CPE115
Embedded Ethernet when
IPAddresses are not known

If the IPaddresses of the CPE100/CPE115 embedded LAN1 Ethernet
interfaces are not known, communication may be established using the
below method to set default IP addresses:

Power-up CPE100 with the Power pushbutton pressed and wait until the O
LED flashes twiceThis forces the CPE100/CPE115 LANL1 to resetthie
default IP address of 192.168.0.100.

Caution: Resetting to the default IP address using the above procedure als
erases the storedHardware Configurationlogic, and contents of the backup
RAM.

Connecting to

CPE205/CPE210/CPE215/CPE220
PE240 Embedded Ethernet when IR
Addresses are not known

If the IP addresses of the CPE205/CPE210/CPE215/CPE220/CPE240
embedded LAN1 and LAN2 Ethernet interfaces are not known,
communication may be established usingeset to factory settingsmethod
as belowto set default IP addresses:

Press the Physical Preseadutton (PHY PRES) for 10 seconds, while the
CPU is in STOP modensure noUSBdevices areinserted and the Web Page
not waiting for a password change)The OK and RUN LEDs wlillink green.
Thisforces the CPE205/CPE210/CPE215/CPE220/CPE240 LAN1 and LAN
rest to default IP addresses.

Caution: Resetting to the default IP address using reset to factory defaults
procedure also erases the storetlardware Configuration logic, and
contents of the RAM, Flash and esets CPU to factory programmed default
state.

Configuration
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In the Project tab of the Navigator,
expand the PACSystems Target, the
Hardware Configurationand the main
rack (Rack 0).

Expand theCPU slot (Slot 2). The
Embedded Ethernet interface is
bggnj _wcb _Fgurél)r f

Right-click the daughterboard slot
_I'b af mmgqc T Aml dg
Parameter Editor window displays the
Ethernet interface parameters.

To add the Ethernet Global Data
component, right-click the Target.
Qcjcar 1T ?bb Amknm
i Crfcplcr Ejm _j

Select the desired tab, and then click
in the appropriate Values field.

Configuring an RX3iI/RST+EP Embedded Ethernetinterface

Section 4

Jul 2022

Figure 16: Expand RX3i CPU Node to Configure

Embedded Ethernet interface

El"‘ RX3i_1

----- Data Watch Lists

= [ Diagnostic Logic Blocks
ﬁ Active Blocks

=-Hjik Hardware Configuration

E|§ITﬂ Rack 0 (IC685CHS012)

----- By Slot0 IC6R5PSAD40)

----- Slotl (Used With Slot O)
- @ Slet 2 IC635CPE310)
. Ethernet

----- Slot 3 (Used With Slot 2)

..... @ slotd(

N cl-+cn
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Ethernet Parameters (Settings Tab)

To access the Settings tab for an RX3i/REHP embedded control unit, locate the desired unit in
the Navigator pane and double click the unit icon to view its settings.

Configuration Mode: The Confguration Mode is fixed as TCP/IP.

Adapter Name:The Adapter Name is automatically generated based upon the rack/slot location
md rfc Crfcplcr glrcpd_ac, Dmp cv_knjc* _ kmbsjc

IP AddressesThese values shoul be assigned by the person in charge of your network (the
network administrator). TCP/IP network administrators are familiar with these parameter$hese
parameters must be correct, otherwise the Ethernet interface may be unable to communicate on
the network, and/or network operation may be corrupted.Each node on the network must be
assigned auniquelP address.

If you have no network administrator and are using a simpisolated networkwith no gateways,
you can use the following range of values for thaessignment of local IP addresses:

10.0.0.1 First Ethernet interface
10.0.0.2 Second Ethernet interface
10.0.0.3 Third Ethernet interface

10.0.0.255  Programmer TCP or host
Also, in this case, set the subnet mask to 255.0.0.0 and the Gatewl&address to 0.0.0.0.

Note: If the isolated network is connected to another network, the IP addresses 10.0.0.1 through
10.0.0.255 must not be used; and the subnet mask and gateway IP address must be assigned by
the network administrator. The IP addresses must be assigned so that thae compatible with

the connected network.

Network Time SyncMnr gml g _pc T Lmlcd _|I'b 7TQLRN,d Qcjcar C
to the network clock.

Status AddressThe Status Address is the reference memory location for the Ethernet interface
status data. The Ethernet interface automatically maintains 16 LA interface Status (LIS) bits in this
location. The Status address can be assigned to valid, %Q, %R, %Al, @WRQ@QNmemory. The
default value is the next availabl&osladdress.

The meaningof the Channel Status portion of the Ethernet Status bits depends upon the type of
operation for each channel. For details of the status bits and their operation, refer &ection, 12.7
Monitoring the Ethernet Interface Status Bits

Note: Do not use the 80 bits configured as Ethernet Status data for any other purpose or data will
be overwritten.

Note:Gd rfc Crfcplcr glrcpd_acdq T_pg_"jc Kmbc npnm
parameter is removed from the Settings tab. Instead,tBernet Status references must be defined
as I/O variables on the Terminals tab.

Length: This is the total length of the Ethernet interface status data. This is automatically set to
either 80 bits (for%land %QStatus address locations) or 5 words (f&R %Al, %A&hd %WStatus
address locations).

Redundant IPThe Redundant IP option selects whether Redundant IP operatiorEisabledr
Disabled When this parameter is set t&cnabled the Redundant IP address must be entered via the
Redundant IPAddress parameter. The default value is False.
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Redundant IP AddressRedundant IP Address is an optional IP Address that will be shared with
another device on the network in a Redundant System. Both devices must use the same subnet
mask. This parameter isvailable only when the Redundant IP parameter is setEmabled This

address defaults to 0.0.0.0, which is not a valid IP address; a valid Redundant IP address must be
explicitly configured. SeeSection 1; Introduction, for more information about Ethernet
redundancy. This IP address isassigne gl _bbgr g ml rm rfc bctgacogq

Produce EGD on Redundant iBpecifies ttat EGD Producer exchanges will use the Redundant IP
address as the source address IP address on the network instead of the local IP Address configured
above.

I/0 Scan Set:Specifies the /O scan set to be assigned to the Ethernet interface. Scan sets are
bcdglcb gl rfc ANSOgq Qa_| Qcrqg r _ Rf.c t _jgb

Ethernet Global DataSettings tab for CPE100/CPE115/ CPE330/CPE400/CRL Has additional
EGD configuration parameter entries. PME 8.60 SIM 5 (or later) is required for the EGD
configuration parameter entries for CPE330. The EGD parameter entries are exclusive to the
CPE100/CPE115/CPE330/CPE400/CPL410.

Note: In earlier CPU modls these EGD configuration parameters were configured via AUP files. An
AUP file is not supported, nor is it needed, by the CPE330, CPE4DBL410or CPE100CPE115

Startup Delay Time for Produced Exchanges (ms§)orresponds to the gp_phase AUP parameter.
Stale Consumed Exchanges:orresponds to the gnostale AUP parameter.

TTL for Unicast Message§orresponds to the gucast_ttl AUP parameter.
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CPE100/CPE115CPE302/CPE305CPE330/CPE400/
CPL410ETMOO01 Settings Tab

Section 4
Jul 2022

Figure 17: CPE100/CPE115/CPE302/CPE305/CPE330/CPE400/CPL410 /DD Settings tab

Settings | Advanced EGD |

Parameters Values
Configuration Mode
Adapter Mame
IP Address 1592 168.0.100
Subnet Mask 205, 265 255 0
Gateway |P Address 0000
Statuz Address ZI0000om
Length
Redundant I[P Enable
Redundant IP Address 192168.0.103
Produce EGD on Redundant [P Falze
1/0 Scan Set 1
--- Ethermet Global Data ---
Startup Delap Time for Produced Exchanges [mz) [0
Stale Consumed E schanges Send Stale Status
TTL for Unicast Meszsages 16

CPE100/CPE11KCPE302/CPE308ZPE330/CPE400/CPL410/ LAN1:

TTL for Multicast Message<orresponds to the gmcast_ttl AUP parameter.

IP Address for Mlticast Group X:Corresponds to the gXX_addr AUP parameters.

XX identifiesthe group (1 32).

CPE100/CPE11/&EPE302/CPE308ZPE330/CPE400/CPL410/ LAN2:

TTL for Multicast MessagesCorresponds to the gmcast_ttl2 AUP parameter.

IP Address for Multicast Group X:

Corresponds to the gXX_addr2 AUP parameters. XX identifies groupi(82).
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CPE100/CPE118CPE302/CPE305CPE330/CPE400/CPL410/ LAN1
and LAN2 Advanced EGD Settings

Figure 18: CPE330 Advanced Ethermet Configuration LAN1 & LAN2

Parameters
IP Address 3.16.233.121
Subnet Maszk, 255 255 2520
[ateway IP Address 3162321
--- Ethermet Global Data --
TTL for Multicast Meszages 1
IP Address far Mulbicast Group 1 2240.71
|P Address for Multicast Group 2 224.0.7.2
| Address for Multicast Group 3 224.0.7.3
|FP Address for Multicast Group 4 224.0.7.4
IP Address for Mulicast Group B 224.0.7.5
|P Address for Mulhicast Group B 224 0.7.6
| Address for Multicast Group 7 224 077
|FP Address for Multicast Group 8 224078
IF Address for Multicast Group 9 2240719
|P Address for Mulbicast Group 10 224.0.710
IP Address far Multicast Group 11 224 0.7 11
|P Address for Multicast Group 12 2240712
|P Address for Multicast Group 13 2240713
IP Address for Mulicast Group 14 224 0.7 14
|P Address far Mulbicast Group 15 224 0.715
|P Address for Multicast Group 16 224 0.716
|P Address for Multicast Group 17 224 0717
IP Addresz for Multicast Group 18 2240718
|P Address far Mulicast Group 19 224.0.719
|P Address far Multicast Group 20 224.0.7.20
|P Address for Multicast Group 21 22407211
|P Address for Multicast Group 22 224 0.7.22
IP Address for Mulicast Group 23 224 .0.7.23
|P Address for Mulbicast Group 24 224 0.7.24
|P Address for Multicast Group 25 224 0.7.25
|P Address for Multicast Group 26 224 0.7.26
|P Address for Multicast Group 27 2240727
IP Address for Mulicast Group 28 224 .0.7.28
|P Address far Multicast Group 29 2240.7.29
|P Address for Multicast Group 30 224.0.7.30
|P Address for Multicast Group 31 224073
IP Address for Mulicast Group 32 224 0.7 32
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Figure 19: CPE100/CPE115ZPE302/CPE305CPE400/CPL410 Advanced Ethernet

Configuration LAN1 & LAN2

Seftings Advanced EGD

Parameters

--- Ethemet Global Data -

TTL for Multicazt Meszages

1

IFP Address for Multicast Group 1 224071

|F Address for Multicast Group 2 224072

IP Address for Mullicast Group 3 224073

IP Address for Mullicast Group 4 224074

IP Address for Mulicast Group 5 224,075

|FP Address for Multicast Group B 224076

| Address for Multicast Group 7 224077

|P Address for Multicast Group 8 2240748

|FP Address far Multicast Group 9 2240749

IP Address for Multicast Group 10 2240710
IP Address for Mullicast Group 11 2240711
|P Address for Multicast Group 12 2240712
|P Address for Multicaszt Group 13 2240713
|P Address for Multicast Group 14 22407714
|P Address for Multicast Group 15 2240715
IP Address for Multicast Group 16 2240716
IP Address for Multicast Group 17 2240717
IP Address for Multicast Group 18 2240718
|P Address for Multicast Group 19 22407139
|P Address for Multicast Group 20 2240720
IP Address for Mulkicast Group 21 2240721
|P Address far Multicast Group 22 2240722
IP Address for Mullicast Group 23 2240723
IP Address for Mullicast Group 24 224.0.7.24
IP Address for Mulicast Group 25 224.0.7.25
|P Address for Multicast Group 26 22407 26
|P Address for Multicast Group 27 2240727
|P Address for Multicast Group 23 2240728
|P Address far Multicast Group 29 2240729
IP Address for Mullicast Group 30 224.0.7.30
IP Address for Multicast Group 31 224,073
|P Address for Multicast Group 32 2240732
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SNTP PMEConfiguration for
CPE302/CPE305/CPE310/CPE330/CPE400/CPL410 C3ttings

Figure 20: SNTP PME configuration for the CPE302/CPE305/CPE310/CPE330/CPE400/CPL410
CPU settings

Settings lﬁcan ] Memory] Faults ] Scan Setz | Power Eunsumptiun] Access D:untn:ul] SNTF’] Time ] I:IF'I:LI.&I

Parameters Yalues
Pazswiords Enabled
Stop-Mode 1/0 Scanning Dizabled
‘W atchdog Timer [mz) 200
Logic/Configuration Power-up Source Alwayz RAM
Data Power-up Source Always RAM
Fun/Stop Switch Enabled
Memony Pratection Switch Dizabled
Power-up Mode Lazt
Modbuz Address Space Mapping Type Dizabled
Universal Serial Bus Enabled
LAN 1 Mode Ethernet
LAN 2 Mode Ethernet
Metwork. Time Sync SHTP
Coordinated Univerzal Time[UTC) Falze
Day Light Savings Time(DST] Falze

Figure 21: SNTP Multicast/Broadcast or Unicas Mode Settings

Settings] Scan ] Memor_l,l] Faultz ] Scan Sets] Foweer Eonsumption] Aceess Control - SHTP lTime l DPEUﬂ.]

Parameters Yalues
SHTF Mode Multicast/Eroadcast
Fuoll Interval 32
Fuoll Count 3
Puoll Timeout 2

SNTP Mode: Multicast/Broadcast, Unicast
Poll Intervaf (Interval for unicast, in seconds, at which new time requests are sent to the server):
Low Limit=16, High Limit=1024, modulus 2

Poll Count(Number of retransmissions that will besent when no timely response is received from
the server):Low Limit =1, High Limit=100

Poll Timeout(The time, in seconds, to wait for a response from the servetjow Limit =2, High
Limit=100

 Unicast must be enabled foPoll Intervaparameter to display.
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Figure 22: UTC Time ZoneSettings
Settings] Scan ] MBITIDI_','] Faults ] Scan Sets] Fower Eonsumption] Access Euntroll SNTP  Time IDF'EU.L‘I.I
Parameters Values

UTC Offzet -05:00 E astern Time [US Canada)

Local time zone offset with respect to UTC time. Valid range: Select the closest appropriate time
zone for your location.

Terminals Tab

The Terminals configuration tab Figure23) is displayed only when the Variable Mode property of
the Ethernet interface is set to True. When Variable Mode is selected, the Ethernet Status bits are
referenced as I/O variables. The I/O variables are mapped to thééthet status bits via this
configuration tab.

Figure 23: Terminals Tab Settings in PACMachine Edition

Navigator (0.2.0) Ethernet

= RX3i1 | settings  Teminas |

o Data Watch Lists Moduf{tiods Vanable Address Descrption
EI.@ Diagnostic Logic Blocks =B Status Address

ﬁ Active Blocks -@n

_@ Inactive Blocks o
E-@ Ethernet Global Data
: -EE Consumed Exchanges ~ou
g+ ConsExchl )

E--EE Preduced Exchanges -@n

m
]
o

[_]g“ﬁ Hardware Configuration )]

=il Rack 0 (1C695CHS012) @0
.y Slot 0 IC695PSAD40) @1

S °]‘_-|_7
4 3 B Jik]

2ol v Be @e. Br]RLT || g

Inspector o - @1

Board - @13
Drezcription Ethernet D aughterboard - @14

AP File Mame - @125
“ariable Mode True j

The use of I/O variables allows you to configure the Ethernet interface without having to specify
the reference addressesd use for the status information. Instead, you can directly associate
variable names with the status bits. For more information, refer to the section dfO Variablein
the PACSystems RX7i, R48d RSTEP CPU Reference ManGHKk2222.
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Configuring Embedded Ethernet for Ethernet Global Data (EGD)

This section describes how to configure the parameters of an RX3i embedded PACSystems
Ethernet interface. See als@€onfiguring Ethernet GlobBlatafor more information.

In the event the CPU wiilbe used to produce or consume Ethernet Global Data (EGBght-click
mil rfc bctgac gaml _ I b* s-gmule jdagr ¥ ?2pdj] dank nimCrcf ¢
B r _*0 _ figueRdmul gl

Figure 24: Adding Ethernet Global Data (EGD) to the Configuration

|l Setings |
EQ%E*[— Add Component 4 Ethernet Global Data
E—Iﬂ i Add All Compenents Motion
i Remove Component 3 PACMuotion
Elil'iﬁ_} Rename F2 , \Jlr::js;fe
S o oo i
Set as Active Target stus Address
ath
! Update Security Scan Set
Validate F7
Downleoad to Controller... F&
Upload from Controller...
Download and Start Fa

Once the EGD component has been added, it is possible to define the EGD data to be produced
(Figure 25) and the EGD data to be consume(figure26) by the embedded Ethernet interface,
per the following screenshots.
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Figure 25: Defining EGD Produced Data Exchange

Navigator o= ProdExchl

E# RGLL "2 ProdExchl
% Data Watch Lists Add | ‘ | Length (Bytes): 0
=& Diagnostic Logic Blocks
i) Active Blocks Offset (Byte.Bit)| Variable Ref Address lgnore  |Length |Type |Description
*--a] Inactive Blocks Status 100097 False 16|BIT
=t EL‘_’ Ethernet Global Data
E| EE Consumed Exchanges .
. Ll ConsExchl
EEE Produced Exchanges
i@k ProdExchl
=i Hardware Configuration
21l Rack 0 ACB95CHS12)
g Slot0 (IC635PSAD40)
Slot 1 (Used With Slot 0)
£ 8 Slot2 (ICE95CPEIL0)

-8 Ethernet 2
a | m LS

;o |- ou. | Bu. BEe. [Bv. | 2

Inspector nox

m,

Produced Exchange

Name ProdE xchi

Exchange ID 1

Adapter Mame 0zo
Destination Type Unicast
Diestination 10100.74
Produced Period 200

Reply Rate 1]

Send Type Always
Fiun Mode Store Enabled | False

Figure 26: Defining EGD Consumed Data Exchange

Navigator B & ProdExchl ConsExchl

B4 RX3i1 g "B ConsExchl

% Data Watch Lists Add | ‘ | Length [Bytes): 0

[=l-_@] Diagnostic Logic Blocks
- Active Blocks Offset (Byte.Bit) | Variable Ref Address  |lgnore  |Length |Type | Description
- @ Inactive Blocks BT
E]EIZ Ethernet Global Data
=] E‘E Censumed Exchanges Time Stamp NOT USED False BYTE

i.f ConsExchl
E--EB Produced Exchanges

i.g@b Prodexchl
=i Hardware Configuration
=il Rack 0 (IC695CHS012)
Bl Slot0 {IC605PSAN40)
Slot1 (Used With Slot 0)
- @ Slot 2 (IC695CPE3L0)

m

Status 100081 False

o|®

Ethemet &
O 1l +
Ao Bv @e. [Bv 9]
Inspector o
Consumed Exchange
M ame CansExchl
Producer ID 10.10.0.14
Group ID o
Exchange ID 1
Adapter Name ozo
Consumed Period 200
Update Timeout 1]
Run Mode Store Enabled | False

The parameters to be entered and their relevance is discussed in the sections entiti@ohfiguring
an Ethernet Global Data Exchange for a Produdgage 85) and

Configuring an Ethernet Global Data Exchangerfa Consumerpage 87).
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For more information, please se&ection 5; Ethernet Global Data

Produced exchanges (Multicast and Broadcast) configured forthe CRE3 0 q c¢ck cbbchb Crf
interface will have the additional parameteNetwork IDthat allows the user to select LAN1 or
LAN2. (Refer to the following figures.)

The Network ID parameter is only visible on produced Multicast and Broadcast exchanges.

Figure 27: Configuring Multicast & Broadcast EGD on LAN1
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