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Introduction

The PACSystems RX3i Ethernet IEC 104 Server Module, catalog number IC695EIS001, implements the IEC 60870-5-104
communications protocol. It permits a PACSystems RX3i controller to be connected to an Ethernet network using a
standard TCP/IP connection scheme, allowing an IEC 104 Client to poll data from the Server, as well generate unsolicited
communications from the Server back to the Client.

Two auto-sensing 10BaseT/100BaseTX RJ-45 shielded twisted-pair Ethernet ports permit direct connection to either a
10BaseT or 100BaseTX IEEE 802.3 network without an external transceiver. Line, Star and Daisy Chain topologies are
supported.

The RX3i Ethernet IEC 104 Server Module hosts the [EC104 Server side protocol on a common RX3i ETM001-Jx module
hardware platform. Thus, many of the specifications and behaviors are shared with the ETM001 module including
protocol support. IC695EIS001 is an Ethernet-connected module that fits in the RX3i backplane and permits the RX3i
to behave as a Server on the IEC104 network. The data exchanges between the EIS001 module and IEC104 Client(s) are
configurable, using a single COMMREQ instruction in the ladder logic or Structured Text program.

Module Features

e Supports eight client connection to the RX3i Controller data set specified in the configuration. [RBE supported only
on one Client connection associated with a specified port -Refer to GFK-2949B for details]

e Supports Interrogation and RBE for Single Point and Double Point data.

e Supports Interrogation and RBE for Regulated Step.

e Supports Interrogation and Measured data sets for Scaled, normalized, and single precision Float.
e Supports 56-bit IEC 60870-5-104 time format, with the default being 56-bit time format.

e  Supports Time Set, and query of the RX3i Controller CPU Clock in UTC time.

e Cause of Transmission size is two octets.

RX3i Interface specifications:
e UptofourEISO0T per RX3i, as allowed by available power and slots.

e Module can be installed in any available RX3i main rack 1/O slot.
e Module supports insertion into and removal from an RX3i backplane which is under power.

e Firmware upgrade through RX3i CPU using WinLoader software utility.

Upgrade Kit: 41G2076-MS10-000-A4

This combines a compatible Ethernet Firmware Upgrade Kit and IEC 104 Server Firmware Kit in one package.
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Hardware ID Catalog Number Board ID | Board Revision
IC695EIS001 Ethernet IEC 104 IC695EIS001-DD EX4B1 41G1299-BA10-000-D3
Ethernet TCP Firmware ID Version: 6.41 Build 09A1
Ethernet Boot Firmware ID Version: 3.71 Build 43A1
Ethernet Toolkit Plugin3 - IEC 104 Server | N/A
License
Ethernet Toolkit Plugin2 - IEC 104 Server | Version: 130 (0xC142)
Application
Ethernet Programmable Parts Part ID Revision
PLD 441725580-1401B
Flash Memory - U3 41G2040-FW10-000-A4
Flash Memory - U4 41G2040-FW10-001-A4
Microcontroller 405GPR -U66 41G1911-FW10-000-A0

Release History

i F|rmyv ar® | pate Comments

Number Version

IC695EIS001-FD Firmware Oct 2020 | Change in product Manufacturing location. No changes to material, process,

6.41/1.30 form, fit or functionality.

IC695EIS001-ED Firmware Sep 2019 | Following Emerson’s acquisition of this product, changes have been made to

6.41/1.30 apply appropriate branding and registration of the product with required
certification agencies. No changes to material, process, form, fit or
functionality.

IC695EIS001-DD | Firmware Oct 2017 | This hardware release addresses a component obsolescence issue. There are no

6.41/1.30 changes to form, fit, or function.

IC695EIS001-CE Firmware Aug 2017 | This firmware provides enhancement to enable Report by Exception of analog

6.41/1.40 data without time stamp through ASDU13 spontaneously instead of ASDU36.
It also fixes issue where IEC104 Master reads incorrect data for transient period
(7100ms to 120ms) from EIS module (IEC104 server) intermittently over long
duration of operation.

IC695EIS001-CD Firmware Apr2016 | This firmware enables multiple IEC 104 Clients connections to the IEC 104

6.41/1.30 Server module (Max 8 Connections). It also provides a mechanism to shift RBE
(Report by Exception) data during runtime, on one specific Client connection
associated with a specified Port Number using COMMREQ (Communication
request) in the Controller logic.

IC695EIS001-CC Firmware Feb2016 | This Firmware fixes issue with module going unexpectedly in firmware update

6.40/1.20 mode, as part of the Web upgrade kit.

Boot 3.71 An enhancement was made to prevent the module from becoming
unresponsive and requiring a power cycle if it was subjected to heavy network
storm traffic.

IC695EIS001-BB 1.10 Apr2015 | The Memory Address Translation feature added in this release supports
Unambiguous (Unique) Object Addressing as required by some legacy SCADA
clients (like CPELE/SAGE). Refer to PACSystems RX3i Ethernet IEC 104 Server
Module IC695EIS001 User Manual, GFK-2949A or later for details.

IC695EIS001-AA 1.00 Dec 2014 | Initial release.
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Functional Compatibility

Subject Minimum Version Required

Programmer Version

Requi PAC Machine Edition Logic Developer Release 8.5 SIM 9 or later.
equirements

Ethernet Firmware Ethernet (ETM0O01-)x) Primary Firmware Release 6.30 (Build: 41A1)
Version Requirements Ethernet (ETM001) Boot Firmware Release 3.60 (Build: 45AT1)

Module Hard The newly released EIS001 firmware is compatible with original hardware (IC695EIS001-AA) and with
odule Hardware new hardware (IC695FIS001-BB).

Requi t
equirements Note: It is not compatible with IC695ETMO001 hardware.

CPU320/CPU315 Primary Firmware Release 8.05
RX3i CPU version CPE310/CPE305 Primary Firmware Release 8.05
Requirements CRU320 Primary Firmware Release 8.05

CPE330 Primary Firmware Release 8.45

Problems Resolved by this Revision
None

New Features and Enhancements

Subject Description
Multiple Client This firmware enables multiple IEC 104 Clients connections to the IEC 104 Server module (Max 8
connection support Connections). In case of multiple Client Connections, IEC 104 Server module sends RBE (Report by

Exception) data to only one Client connection with designated & configured port (typically #2404)
by default. The IEC 104 Server module does not send RBE data to other client connections. However,
this RBE (Data) can be shifted to any other Client connections associated with a specified port during
Runtime through a special COMMREQ#1242. This firmware provides a mechanism to shift RBE
(Report by Exception) data during runtime, on one specific Client connection associated with a
specified Port Number using COMMREQ (Communication request) in the Controller logic. Refer to
the GFK-2949B for configuration and other details of the feature.

Restrictions and Open Issues
None

Additional Information
PACSystems RX3i User Manuals PACSystems RX7i & RX3i TCP/IP Ethernet

Communications User Manual GFK-2224
PACSystems TCP/IP Ethernet Communications Station Manager Manual GFK-2225
PACSystems RX3i Ethernet IEC 104 Server Module IC695EISO01 Quick Start Guide GFK-2948
PACSystems RX3i Ethernet IEC 104 Server Module IC695EIS001 User Manual GFK-2949
PACSystems RX3i Ethernet Module IC695ETMO001 IPI GFK-2332
PACSystems RX3i Ethernet IEC 104 Server Module IC695EIS001 IPI GFK-2947

User manuals, product updates and other information sources are available on our support website,
https://www.emerson.com/Industrial-Automation-Controls/support under Controllers and |0, RX3i Controllers.
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Subject

Description

Station Manager
unresponsive

Station Manager can become unresponsive when there is high polling rate, or high point load on the
EISO0T module.

Use of Redundant IP with
the EISO01 ina CRU

IEC 104 is a connection oriented protocol, and during a role switch of a CRU controller the MAC
Address of the Redundant IP will change, typically causing TCP/IP connections to be disrupted, then

with the EIS001 in a CRU
application

application reconnected. It is likely that an IEC 104 Client with a connection to an EISO01 module in this type of
configuration will experience a connection change, causing the IEC 104 data to be temporarily
unavailable.

Use of SOE parameter Itis not recommended that SOE be used in CRU applications, as, on a role switch, the EISO01 module

can lose buffered events, but has no retention or RMX Sync.

IEC 104 Data During Role
Switch with EIS001
Modules ina CRU
Application

Whenever a role switch occurs in a redundant application, a bump in IEC 104 data will likely be
observed at the connected IEC 104 Client. This depends on the client tolerance and AUP File
parameters (wkal_idle, wkal_cnt, wkal_intvl). These parameters need to be adjusted to accommodate
for the intervening network hops, in order to achieve optimized performance during role switching.

Use of Option Bit 0 in
COMMREQ [74] use with
Point Push

When option bits settings are configured to accept Point Push data only when a connection exists
(i.e. Bit#0 of mComreq_Setup[ 74] = 1), be aware of the following latency issue. After the IEC 104
client connection is disrupted (cable removed or network otherwise disrupted), the Point Push data
will continue to be accepted for approximately 100 ms and will be buffered. This is due to the inherent
latency in detecting the disrupted connection state.

Binary ADSUs
Spontaneous Event

For Binary ADSUs (Single-Point and Double-Point), Spontaneous events are not reported back to the
IEC 104 Client, when these points are changed via the connected IEC 104 Client. However,

Exception (RBE) with
EISO01 Module in a CRU
Application

Generation Spontaneous events are generated when these points are changed via an internal mechanism in the
RX3i controller, such as via program logic.
Use of Report by Itis not recommended that a Client use RBE (Report by Exception) data with CRU applications, as, on

arole switch, there can be loss of data for a short duration.

Synchronizing the LSI Bits
between CRU CPUs

In redundancy applications, synchronizing the LSI (LAN Status Interface) bits is not recommended, as
it may cause the ST block that contains the COMMREQ setup to execute prematurely on a role switch.
Independent bits, or Symbolic bits, should be used for the LSI data.
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Technical Support & Contact Information

Home link: http://www.Emerson.com/Industrial-Automation-Controls
Knowledge Base: https://www.emerson.com/Industrial-Automation-Controls/support
Note: If the product is purchased through an Authorized Channel Partner, please contact the seller directly for any support.

Emerson reserves the right to modify or improve the designs or specifications of the products mentioned in this manual at any time without notice.
Emerson does not assume responsibility for the selection, use or maintenance of any product. Responsibility for proper selection, use and
maintenance of any Emerson product remains solely with the purchaser.

© 2019 Emerson. All rights reserved.

Emerson Terms and Conditions of Sale are available upon request. The Emerson logo is a trademark and service mark of Emerson Electric Co. All other
marks are the property of their respective owners.
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