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Attention

Indicates a procedure or condition thatshouldbe strictlyfollowed.

Note: Notes merely call attentionto information thatis especially significant to understanding and
operating the equipment.

Theseinstructions do not purportto cover all details or variations inequipment, nor to provide for every possible
contingency to be metduringinstallation, operation, and maintenance. Theinformationis supplied forinformational
purposesonly,and GE makes no warrantyas to theaccuracy of the informationincluded herein. Changes,
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equipmentreferenced herein or to the documentitself atany time. This documentis intended for trained personnel
familiar with the GE products referenced herein.

GE may have patents or pending patent applications covering subject matter inthis document. The furnishing of this
documentdoes not provide any license whatsoeverto any of these patents.

GE PROVIDES THE FOLLOWING DOCUMENT AND THE INFORMATION INCLUDED THEREIN AS-IS AND WITHOUT
WARRANTY OF ANY KIND, EXPRESSED OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY IMPLIED STATUTORY
WARRANTY OF MERCHANTABILITY OR FITNESS FOR PARTICULAR PURPOSE.
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Additional information www.geautomation.com
Solution Provider solutionprovider.ip@ge.com

Technical Support

If you have technical problems that cannot be resolved withthe informationin this manual, please contact us by
telephone or email, oron the web at www.geautomation.com/support

Americas
Phone 1-800-433-2682
International Americas Direct Dial 1-780-420-2010 (iftoll free 800-optionis unavailable)
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Chapter 1 About this Guide

This document provides information that canbe used to help improve the cybersecurity of systems thatinclude
PACSystems products. Itisintended for use by control engineers, integrators, I T professionals, and developers
responsiblefor deploying and configuring PACSystems products.

Secure deploymentinformation is provided in this manual for the following PACSystems products:

Family Catalog Number Description
1C086GLM064 10-Port Managed, Gig, 6TX4SFP, PROFINET
:@ﬁ;s;:ms PROFINET/Ether net IC086GLMO82 10-Port Managed, Gig, 8TX2SFP, PROFINET
10086GLM104 14-Port Managed, Gig, 10TX4SFP, PROFINET

1.1 Revisions in this Manual

Rev | Date Description

Aug-2019 e Initial release

1.2 PACSystems Documentation
1.2.1 PACSystems Manuals

PACSystems RX7i, RX3i and RSTi-EP CPU Reference Manual GFK-2222
PACSystems RX7i, RX3i and RSTi-EP CPU Programmer’s Reference Manual GFK-2950
PACSystems RX7i, RX3i and RSTi-EP TCP/IP Ethernet Communications User Manual GFK-2224
PACSystems TCP/IP Ethernet Communications Station Manager User Manual GFK-2225
PACSystems Memory Xchange Modules User’s Manual GFK-2300
PACSystems Hot Standby CPU Redundancy User Manual GFK-2308
Proficy Machine Edition Logic Developer Getting Started GFK-1918
Proficy Process Systems Getting Started Guide GFK-2487
PACSystems RXi, RX3i, RX7i and RSTi-EP Controller Secure Deployment Guide GFK-2830

PACSystems Industrial PROFINET Managed Ethernet Switches Important Product
Information (IPI)
PACSystems Industrial PROFINET Managed Ethernet Switches User’s Manual GFK-3030

PACSystems Industrial PROFINET Managed Ethernet Switches CLI Command Reference
Guide
PACSystems Industrial PROFINET Managed Ethernet Switches Web Configuration Tool
Guide

PACSystems Industrial PROFINET Managed Ethernet Switches MRP Application Guide GFK-2070
PACSystems Industrial PROFINET Managed Ethernet Switches Installation &
Maintenance Requirements

GFK-3028

GFK-3061

GFK-3062

GFK-3098
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Chapter 1. About this Guide

RX3i Manuals

PACSystems RX3i System Manual GFK-2314
PACSystems RX3i PROFINET Scanner Manual GFK-2737
PACSystems RX3i CEPPROFINET Scanner User Manual GFK-2883
PACSystems RX3i Serial Communications Modules User Manual GFK-2460
PACSystems RX3i Genius Communications Gateway User Manual GFK-2892
PACSystems RX3i DNP3 Outstation Module IC695EDS001 User Manual GFK-2911
PACSystems RX3i IEC 104 Server Module IC695EIS001 User Manual GFK-2949
PACSystems RX3i Ethernet Network Interface Unit User's Manual GFK-2439
PACSystems RX3i & RSTi-EP PROFINET I/O Controller Manual GFK-2571
Field Agent Manuals
Field Agents User Guide GFK-2993
Field Agents Upgrade Guide GFK-3017
Field Agents Secure Deployment Guide GFK-3009

Note: Agivenfeaturemaynotbeimplemented on all PACSystems Ethernet switches (GLM). To
determine whether a featureis available on a given model and firmware version, please
refer to the Important Product Information (IPl) document provided with the product.

In addition to these manuals, datasheets and product update documents describe individual modules and product
revisions. The mostrecent PACSystems documentation is available on the GE Automation & Controls support
website www.geautomation.com/support.
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Chapter 2 Introduction

This section introduces the fundamentals of security and secure deployment.

2.1 Security

Security is the process of maintaining the confidentiality, integrity, and availability of a system:

¢ Confidentiality: Ensure only the people youwant to seeinformation can seeit.
¢ Integrity: Ensurethedataiswhatitis supposed to be.
¢ Availability: Ensure the system or datais available for use.

GE recognizes theimportance of building and deploying products with these concepts in mind and encourages
customers to take appropriate care in securing their GE products

and solutions.

As GE product vulnerabilities are discovered and fixed, security advisories are issued to describe each
vulnerability in a particular product versionas well as the versioninwhichthe vulnerability was fixed. GE
Product Security Advisories can befoundatthe following location:

https://digitalsupport.ge.com/communities/en_US/Article/GE-Intelligent-Platforms-Security-Advisories

2.2 Firewall

Firewalls and other network security products, including Data Diodes and Intrusion Prevention Devices, can bean
important component of any security strategy. However, a strategy based solelyon any single security mechanism
will notbeas resilientas onethatincludes multiple, independent layers of security.

Therefore, GE recommends takinga Defense in Depth approach to security.

2.3 Defensein Depth

Defensein Depth is the concept of using multiple, independent layers of security to raise the costand complexity of
a successful attack. To carry out a successful attack ona system, an attacker would need to find notjusta single
exploitable vulnerability, but would need to exploit vulnerabilities ineach layer of defense that protects anasset.

For example, if asystemis protected becauseitis on a networkprotected bya firewall, the attacker only needs to
circumvent the firewall to gain unauthorized access. However, if thereis an additional layer of defense, saya
username/password authentication requirement, now the attacker needs to find a way to circumvent both the
firewall and the username/password authentication.

GFK-3063 September 2019 8
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Chapter 2. Introduction

2.4 General Recommendations

The following security practices should be followed whenusing GE products and solutions.

e Thedevices coveredin this document were not designed for or intended to be connected directlyto anywide
area network, includingbut not limited to a corporate networkor the Internet at large. Additional routers and
firewalls (such as thoseillustrated inthe section, Reference Architecture) that have been configured with access
rules customized to thesite's specific needs must be used toaccess devices describedin this document from
outsidethelocal control networks. If a control system requires external connectivity, care must be taken to
control, limit, and monitor all access, using, for example, virtual private networks (VPN) or Demilitarized Zone
(DMZ) architectures.

e Harden system configurations by enabling/using the available securityfeatures, and by disablingunnecessary
ports, services, functionality, and network file shares.

o Applyall of thelatest GE Automation & Controls product security patches, updates, SIMs and other
recommendations.

e Useanti-virus software oncontrol products and keep the associated anti-virus signatures up-to-date.

e Usewhitelisting software on control products and keep the whitelist up-to-date.

2.5 Checklist

This section provides a sample checklist to hel p guide the process of securely deploying PACSystems products.

1. Createorlocatea network diagram.

Identify and recordthe required communication paths between nodes.

3. Identify and recordthe protocols required along each path, including the role of each node. (Refer to 3
Communication Requirements).

4. Revisethenetwork asneeded to ensure appropriate partitioning, adding firewalls or other network security
devices as appropriate. Update the network diagram. (Refer to Chapter 6, Network Architecture and Secure
Deployment.)

5. Configurefirewalls and other network security devices. (Refer to Section 3.5, Ethernet Firewall Configuration
andto Chapter 6, Network Architecture and Secure Deployment.)

6. Enableand/or configure the appropriate security features on each device. (Refer to Chapter 4, Security
Capabilities.)

7. Oneachdevice, change every supported password to something other than its default value. (Refer to Section
Error! Reference source notfound., Error! Reference source not found..)

8. Harden the configuration of each device, disabling unneeded features, protocolsand ports. (Refer to Chapter 5,
Configuration Hardening.)

9. Test/qualify the system.

10. Createan update/maintenance plan

~

Note: Securedeploymentisonly onepartofa robustsecurity program. This document, including
the checklistabove, is limited to only providing secure deployment guidance. For more
informationabout security programs in general, refer to Section 7.4, Additional Guidance.

GFK-3063 September 2019 9



Chapter 3 Communication Requirements

Communication between different parts of a control systemis, andmustbe, supported. However, the securityof a
control system can be enhanced by limiting the protocols allowed, and the paths across whichthey are allowed, to
only whatis needed. This can be accomplished by disabling every communication protocol thatisn’tneeded on a
particulardevice (refer to Chapter 5, Configuration Hardening), and by using appropriately configuredand
deployed network security devices (forexample, firewalls and routers) to blockevery protocol (whether disabled
or not) thatdoesn’t need to pass from one network/segment to another.

GE recommends limitingthe protocols allowed by the network infrastructure to the minimumset required forthe
intended application. Successfully doing this requires knowing which protocol is needed foreachsystem-level
interaction.

This section describes howthe supported serial and Ethernet application protocols are used with PACSystems
Ethernet switches, andindicates therole of each participantin the communication. Lower-level Ethernet protocols
arenotdiscussedhere, butareinsteadassumed to be supported when needed by the application protocol. (For
example,in order to support SRTP communication between two nodes, the network must also support TCP, IP, and
ARP in both directions between the nodes.)

Note: Ona PACSystemsnodesuchastheRX3i,supportforthese protocols may be providedbya
peripheral module (for example, IC695ETMO001, IC695PNC001, or IC695ECMS850) or by an
interfacethatis embedded in the CPU/NIU module.

Note: Ona PROFINET device, supportfor these protocols maybe provided by a peripheral module (for
example, a PROFIBUS or Serial Communications module).

This information isintended to be used to hel p guide the specification of the network architecture and to help
configurefirewalls internal to that network, inorderto support only the required communications paths for any
particularinstallation.

3.1 Protocols Supported

3.1.1 Ethernet Protocols

This section indicates which Ethernet protocols are supported, and by which Switches. Notethat some of the
supported protocols may not be required ina given system, since the installation may only be using a subset of the
available protocols.

Supported ETHERNET Protocols

PROFINET Managed Switches
Protocol
ICO86GLMO064 ICO86GLMO082 ICO86GLM104
x ARP v v v
4 LLDP v v v
IPv4 4 4 v
Internet
ICMP 4 4 v

GFK-3063 September 2019 10



Chapter 3. Communication Requirements

PROFINET Managed Switches
Protocol ICO86GLMO064 ICO86GLMO082 IC086GLM104

Internet | IGMP v v v
TCP v v v

Trans UDP % % %
BOOTP Client v v v
DCE/RPC Client v v v

DNS Client NA NA N/A
Ethernet Global Data N/A N/A NA

FTP Server N/A N/A NA

HTTP Server v v v

HTTPS Server v v v
Modbus® TCP Master N/A N/A NA

Modbus TCP Slave N/A NA NA

OPC UA Server NA NA N/A
PROFINET DCP Client v v v
PROFINET DCP Server v v v

_ PROFINET 1O v v v
2 | IEC 61850 Client NA NA NA
E:: DNP3 Outstation NA NA N/A
E I[EC 60870-5-104 Server N/A N/A NA
;& MRP v v v
Reliable Datagram Client NA N/A NA

Reliable Datagram Server NA NA N/A

Remote Station Mgr Client NA NA N/A

Remote Station Mgr Server NA NA N/A

Set Temporary IP Server N/A N/A NA

SNMP v2c Server v v v

SNMP v3 Server v v v

SNTP Client N/A N/A NA

SRTP Client N/A N/A NA

SRTP Server N/A N/A N/A

SSH Server v v v

Telnet Server v v v

HSB Redundancy N/A N/A NA

GFK-3063 September 2019 11



Chapter 3. Communication Requirements

3.1.2 Serial Protocols

In addition to Ethernet, many PACSystems products alsosupport communication over serial ports (RS-232, RS-485,
and/or USB). Theinformation provided here shouldbe used to help guide the specification of any external security
controls required to restrict remote serial access, as well as the specification of any required physical security.

This section indicates which serial protocols are supported, and by which PROFINET Devices. Note that some of the
supported protocols may not berequired ina given system, since theinstallation may only be using a subset of the
available protocols.

Supported Serial Protocols

PROFINET Managed Switches
Protocol
IC086GLM064 IC086GLM082 IC086GLM104
Application Specific N/A N/A N/A
ASCIl Terminal 4 v 4
Modbus RTU Slave N/A N/A N/A
SNP Slave t N/A N/A N/A

1Some switches can be configured sothat one or more of theirserial ports is controlled by the user application
programthatis executing on the controller. Such “Application-specific” protocols are outside of the scope of this
documentand will not bediscussed further.

T SNP functi onality may be limited. For example, it may only provide Firmware Update Services.

3.2 Server

This section summarizes the available communication-centric functionality, where the communication isinitiated
by some other device or computer.

Required
Functionality Application Example Clients
Protocols
Service Requests NA N/A
EGD Consumption NA N/A
Process EGD Commands NA N/A
Modbus TCP Slave NA N/A
Ethernet Station Manager NA N/A
Bthemet | opc UA Server NA NA
PROFINET Controller command shell Telnet Le;:f;u"i’e‘f on
DNP3 Outstation or Server NA N/A
IEC 60870-5-104 Server or Slave NA N/A
Web Server HTTP Web brow ser

12 PACSystems * Industrial PROFINET Managed Ethernet Switches Secure Deployment Guide (SD G) GFK-3063



Chapter 3. Communication Requirements

Required
Functionality Application Example Clients
Protocols
Update Web Pages NA N/A
SNMP client on
Netw ork Management SNMP v2c computer

Assign IP before configuring module

Set Temporary
P

Proficy Machine
Edition

Service Requests N/A N/A
Firmw are Update NA N/A
Modbus RTU Slave NA N/A
Serial Serial Station Manager NA NA
Terminal
Command shell ASCIl Terminal emulator on
computer
ECM850 command shell NA N/A

3.3 Client

This section summarizes the available communication-centric functionality, where the communication is initiated
by the PACSystems controller. The serversinvolved in these communications are selected by the user application

and/or configuration.

Required
Functionality Application Example Servers

Protocols

SRTP Channels N/A N/A

Modbus TCP Channels N/A N/A

EGD Production NA N/A

Send EGD Commands NA N/A

Ethernet Ethernet Station Manager NA NA

Time Synchronization SNTP SNTP server

Assign IP addresses using a centralized BOOTP BOOTP server

database of addresses

Lookup IP addresses by Name N/A N/A

IEC 61850 Client N/A N/A

3.4 PROFINET

This section describes the communication paths needed to support common operations on a PROFINET network.

3.4.1  Installing an 1/0 device

Commissioning, adding, or replacing a PROFINET switch requires that the device be assigned a uniquenameto use
on the PROFINET network. Doingthis requires supportingthe following communication path.

GFK-3063
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Chapter 3. Communication Requirements

Protocol Proficy Machine Edition /0 device

PROFINET DCP Client Server

Supporting this pathwill allow Proficy Machine Editionto directly discover all of the PROFINET devices thatare
connected to the same subnet as the computer. (Note thatthis protocol is notroutable.) Itcanthenbeusedto
(re-) assign a unique nameto the device beinginstalled.

Note: This protocol canalsobe used to make other modifications to the device, such as assigning a
new |P address or resettingitto factory defaults. However, those functions are not generally
required when installing a device.

3.4.2 Network Discovery & Device Identification

Proficy Machine Edition canalsorequestinformation about the devices on a PROFINET networkfroma
PACSystems Controller,andthen retrieve additional identification information about each device. Thisrequestis
sentto the PACSystems Controller using the Service Request protocol (described elsewhere) embedded within the
SRTP or SNP protocols. The PACSystems Controller satisfies those requests usingthe following communication
paths.

Remote I/O controllers
Protocol Local I/O controller and
1/0O devices
DCE/RPC Client Server
PROFINET DCP Client Server

No mechanismis provided throughthis communication path forassigninganameto a new 1/0 device.

3.4.3 Using an 1/0 device

Using PROFINET /O as part of the control application requires that all of the following communication paths be
supported throughout thelife of the application.

Protocol 1/O controller I/O devices
DCE/RPC Client Server
DCERPC Server Client

PROFINET DCP Client Server
PROFINET 1O Bi-directional Bi-directional

Inaddition, ifthe PROFINET network is configured to support Media Redundancy (which requires a physical ring
topology) then the following application protocol must alsobe supported.

14 PACSystems * Industrial PROFINET Managed Ethernet Switches Secure Deployment Guide (SD G) GFK-3063



Chapter 3. Communication Requirements

3.4.4 Using an IED

Using IED’s objects as part of the control application requires thatall of the following communication paths be
supported throughout thelife of the application.

Protocol Local communication module (e.g. ECM850) IED(s)
IEC 61850 Client Server
3.5 Ethernet Firewall Configuration

Network-based and host-based firewalls should be configured to only allow expected and required networktraffic.
This section identifies the EtherTypes andthe TCP/UDP ports used by the protocols supported on PACSystems
products and PROFINET switches.

Note: Refertothe section Reference Architecture for a diagram showing firewall placement.

This information should be used to help configure networkfirewalls, in orderto supportonly the required
communications paths for any particular installation.

3.5.1 Lower-level Protocols

Ethernet communication is typically described using fourlayers, each withits own set of protocols. At the top of
thathierarchyisthe Applicationlayer. Below the Application layer arethe Transport, Internet, and Link layers.
Information on the supported protocols from these three lower layers is summarized here.

Link Layer Protocols

Protocol EtherType
ARP 0x0806
LLDP 0x88cc

Internet Layer Protocols

Protocol EtherType IP Protocol #
IPv4 0x0800 (n/a)
ICMP 0x0800 1
IGMP 0x0800 2

Transport Layer Protocols

Protocol EtherType IP Protocol #
TCP 0x0800 6
UDP 0x0800 17

Each of these lower-level protocolsis required by one or more of the Application protocols supported on the
PACSystems family of and PROFINET products.
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3.5.2  Application Layer Protocols

PROFINET switches are capable of acting as a server, responding to requests sent through any of several different
protocols. They arealso capable of acting as a client, sending requests to other servers using any of several
different protocols. The exactset of protocols that are enabled/used will depend on which modules areinstalled,

howthey are configured, and the details of theapplication programthatis running on the CPU.

EtherType
Protocol Server TCP Test UDP Port
Port (non-IP protocol)

34964 on server
DCE/RPC

>1023 on client
FTP 20, 21
HTTP 80
HTTPS 443
PROFINET DCP 0x8892
PROFINET 1O 0x8892
MRP 0x88e3

161 on server
SNMP v2c

>1023 on client
SNTP 123
Telnet 23
Set Temporary IP 1
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This section describes the GE Automation & Controls PROFINET switchcapabilities and s ecurity features which canbe
used as part of a defense-in-depth strategy to secure your control system.

4.1 Capabilities by Product

This section provides asummaryview of the security capabilities supported on each PROFINET switch.

4.1.1 PACSystems Ethernet Switches

PROFINET Managed Switches

Protocol
IC086GLMO064 IC086GLMO082 ICO86GLM104
Predefined set of Subjects & Access Rights v v v
Plaintext Login v v v
Secure Login v v v
Access Control List v v v
Firmw are Signatures v v v
Secure Boot v v v
4.2 Access Control and Authorization

The Access Control process canbe divided into two phases:

e Definition —Specifying the access rights for eachsubject (referred to as Authorization), and
e Enforcement—Approving or rejecting access requests.

This section describes the Access Control capabilities supported by PROFINET switches, whichincludes its
Authorization capabilities.

4.2.1 Authorization Framework

Definingtheaccess rights for each subjectimplies that the system must have some means to identifyeachsubject.
The mostfamiliarwaythisisachievedis by assigninga unique User IDto each person who will access the system.

GE’s Automation & Control PROFINET switches, however, don’t provide such a facility —thereis no support for
creating User IDs. In many cases, a User D doesn’t even have to be specified to authenticate. In suchcases,
authorizationis based on the functionality being used andthe password thatis providedfor authentication. Never-
the-less, the authentication features supported on PROFINET switches implicitly define a fixed set of subjects,
which areidentified here.
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The set of implicitly defined subjects will vary depending on the server protocols that are supported, which
depends on what modules areinstalled and how they are configured. Each kind of server has its own set of
predefined subjects —there are no subjects thatapply across multiple servers (other than anonymous). Further,
eachinstance of a server hasits own instances of the predefined subjects —access rights for each subject mustbe
separately managed for eachinstance of a given kind of server.

For example, each PACSystems controlleracts as a Service Requestserver. Therefore, access rights for each
PACSystems controller in the system must beindependently managed. Similarly, each Ethernet Interface supports
the Ethernet Station Manager server. Therefore, access rights for each Ethernet Interface must be individually
managed —even when multiple Ethernet Interface modules arelocated ina single rack, providing service to a
single PACSystems controller.

The subjects defined and supported by eachserver protocol areindicated inthe following table.

Functionality Application Protocol Subjects Available

Telnet Server Telnet Anonymous

SSH Server SSH Anonymous

Web Server HTTP Anonymous
Ethernet

Web Server Firmw are Update HTTP Firmw are Updater

Web Server Passw ord Reset HTTP Anonymous

Netw ork Management SNMP v2c Anonymous

Firmw are Update TFTP Client Anonymous
Serial

Command Shell ASCIl Terminal Plaintext

4.2.2 Specifying Access Rights

For each subject, PROFINET switches provide predefined access rights. In some cases, those access rights canbe
partiallyrestricted, whilein other cases they either cannot be changed atall, or canonly be revoked by disabling
the associated server/protocol.

Predefined Access Rights

The Access Rights to data on the PACSystems controller itself, regardless of the protocol being used, are the most
complex. Theservices provided directly by other PROFINET Devices have simple, well-documented access rights
andsoaren'tdiscussed herefurther. These specificallyinclude the PROFINET Controller commandshell, Ethernet
Station Manager, the SNMP server, the Web server, andthe FTP server. See the user manuals for each of those
services for more details.
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PACSystems provides password-based authentication for some, but notall, of its server protocols. PROFINET devices
may provide password-based authentication for some, but not all. For each unauthenticated protocol thatis enabled,
compensating controls maybe needed to satisfy the security requirements of a particularinstallation.

Note: The defaultconfigurationforall Server protocols is for no authentication, or for
authentication usingwell-known default values.

4.2.3

This section summarizes the authentication mechanisms supported by PACSystems foreach protocol. Itis important
to note that some PACSystems controllers only support a subset of the authentication options listed here. Refer to
Section 4.1, Capabilities by Product, for more details.

Summary

Authentication Available on PACSystems Servers

Functionality Application Protocol Authentication Options

Telnet Server Telnet Anonymous

SSH Server SSH Anonymous

Web Server HTTP None
Ethernet

Update Web Pages FTP Plaintext login

Web Server Firmw are Update HTTP None| 1|

Netw ork Management SNMP v2c None[2]

Firmw are Update Tftp Client None — must be Disabled
Serial Command Shell ASCIl Terminal Plaintext login

ECM850 command shell ASCIl Terminal Plaintext login

[1] Web Server Firmware Update on the RXi supports a plaintext User IDand password, butthey aresetto well -
known, fixed values.

[2] SNMP v2c supports a plaintext community string. Refer to each PACSystems product manual for details on
the communitystring settings and what SNMP features are accessible by the community string.

Authentication Supported by PACSystems Clients

Functionality Required Application Protocols | Authentication Supported
SRTP Channels SRTP None
Error! Bookmark
EGD Production Et)?deerfriwr?etd_Global Data None
Send EGD Commands Reliable Datagram Svc None
Modbus TCP Channels Modbus TCP None
Ethernet | Ethernet Station Manager Remote Station Mgr Plaintext login
Time Synchronization SNTP None
Assign IP addresses using a
centralized database of BOOTP None
addresses
Lookup IP addresses by Name DNS None
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Note: Loginis notsupported by SRTP Channels, even though passwords may be enabled on the
SRTP server. When using SRTP Channels, the SRTP server cannot have password protection
enabled for PRIV level 2 if data writes arerequired.

Authentication Supported by the PROFINET Protocol

The PROFINET I/O s pecification does not define an authentication mechanism and so noneis supported on
PACSystems for any PROFINET communications.

4.2.4 Plaintext Login

Authentication formanyof the supported protocols involves sending a plaintext passwordto the PACSystems
controller. Aplaintext passwordis sent over the network without any confidentiality protection, such as
encryption. Theconsequenceis thatany networkentity between the two endpoints exchanging authentication
informationcouldsniff the network trafficand observe the plaintext password. Insome cases, these plaintext
passwords cannotbe morethanseven (7) characters long. When such protocols are required, additional
compensating controls maybe needed to satisfy the securityrequirements of a particularinstallation.

4.2.5 Recommendations

GE strongly recommends that authentication be used for every enabled protocol that supports authentication, that
all default passwords be changed, and thataccess be appropriatelyrestricted to any computer-basedfilethat
includes a plaintext password.

When a choice between a plaintext-based login and a Secure Login is available, GE strongly recommends that the
Secure Login feature be used since it prevents network entities from sniffing plaintext passwords andincreases the
password maximum length to 31 characters.

Whenever protocols are used with no authentication mechanism, or when authentication is disabled or relies on
sending credentialsin plaintext across the network, itis criticalto control physical and el ectronicaccess to the
network to prevent unauthorized messages from being sentandacted upon.

Below arerecommended actions to be taken to mitigate the risk of external or internal entities accessingan
Industrial Control System (ICS) network and sending unauthorized messages.

Personnel Security Protection

1. Allindividuals withpermissionto physically access ICSsystems should have background checks and be trained
intheproper useandmaintenance of ICS systems.

Physical Security Perimeter Protection

1. AllICShardwareshould be placed inlocked cabinets, with policies and procedures to restrictaccess to the
key.

2. Network equipmentsuch as switches, routers, firewalls, and Ethernet cabling should be physically protected in
locked enclosures such as cabinets or closets with policies and procedures to restrict access to these
enclosures.

3. Whenever possible, there should be no physical network path froman|CS network to the Internet. It should
not be possible for anattacker to reach anICS network fromany Internet-facing computer.

4. Networks should always be physically segmented as suggested inthe Reference Network Architecture diagram
(Figure 1) to avoid exposure to ICS networks.

5. EachICSsystemassetshould bevisibly labeled by a uniqueidentifier, with all expected assetidentification
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compiled into anaccess controlled list.

Electronic Security Perimeter Protection

[EY

All external access to an ICSnetwork should be managed through a Virtual Private

Network (VPN) or similartechnology leveraging two-factor authentication. Next-Generation Firewalls should
be properly configuredanddeployedateach conduit between physical networks that deny allbut the
specificallyallowed protocol families, source addresses, and destination addresses, and s pecificapplication-
level commands between the two adjacent networks. For example, a Next-Generation Firewall could prohibit
write operations across networks while allowing read operations.

If one network nodesuchasa PLC or HMI uses unauthenticated protocols to exchange information or
commands with another network node on the same physical network, a Next-Generation Firewall could be
deployed between the two network nodes. This Next-Generation Firewallshould be configuredto explicitly
whitelistall expected messages between the two network nodes, and denyall other unexpected messages.
To detectand alert for unexpected, unauthenticated messages on a given network, an Intrusion Detection
System (IDS) could be configured and deployed. Consider configuring the IDS to log all events to a Security
Information and Event Management (SIEM)system that aggregates all security information on the ICS
network.

To detectand actively prevent unexpected, unauthenticated messages on a given networkfromreachinga
given network node, an Intrusion Prevention System (IPS) could be configured and deployed. Consider
configuringtheIPStologall events to a Security Information and Event Management (SIEM)system that
aggregates all security information on the ICS network.

To limittheimpact of the compromise of anysingle useraccount, itis recommended to divide administrators
privilegesintoseveraluseraccounts, eachfor its own operationalfunction.

To limittheimpact of the compromise of anysingle set of credentials (user name, password)for any ICS
equipment,itis recommended to never re-use credentials for different tools or purposes.

Carefully protect sources of and access to credentials (user names, passwords)for all ICS equipment, including
switches, routers, firewalls, IDS, IPS, etc.

Enforcea policyof rotating credentials for ICS equipment periodically and after personnel changes. Note that
products withno supportfor enforcement of unique passwords over time should be compensated for with
policies and procedures thatrequire a history of unique passwords.

Recommendations on password complexityand management canbe found inNIST 800-118, Guide to
Enterprise Password Management.
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4.3 Confidentiality and Integrity

4.3.1 Communications Protocols

Some communications protocols provide features that help protect data whileitis in flight—actively moving

through a network. The most common of these featuresinclude:

e Encryption —Protects the confidentiality of the data being transmitted.

e Message Authentication Codes —Ensures message authenticity and integrity by cryptographically detecting
message tampering or forgery. This ensures the data originated from the expected source and was notaltered
sinceitwas transmitted, regardless of whether itwas malicious or not.

Currently, none of the communications protocols supported by PACSystems provide either of these features, as
detailedin thefollowing table. Therefore, compensating controls may be required to meet an installation’s
security requirements for protecting data in-flight.

Protocol-provided Security Capabilities

Tnll'laer:jsizlt:‘rt Protocol Enc?;:oation Aumzifiigfion
Codes

BOOTP N N

DCE/RPC N N

Ethernet Global Data N N

FTP Client N N

HTTP N N

HTTPS Y N

© PROFINET DCP N N
E PROFINET 1O N N
w MRP N N
RBS N N

SNMP v2c N N

SNMP v3 Y Y

SNTP N N

SSH Y Y

Telnet N N

Serial ASCIl Terminal N N

4.3.2 Firmware Signatures

Some PACSystems controllers have digitally signed firmware images to provide cryptographicassurance of the
firmware’s integrity. For controllers that support this feature, a digital signature is used to verifythatany firmware
beingloaded ontothe controller was supplied by the General Electric Company, and has not been modified. If the
digital signature validation fails, the new firmware will not be installed ontothe device.
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4.4 Security Management and Implementation

4.6.1 Privilege Level Configuration

It provides anoverview of the currentusers. Currently the onlyway to loginas another user on the web server is to
closeand reopen the browser.

If User’s Privilege Level is equal to or higher than Group’s Privilege Level, it permit User to work in this Group with
Read-only or Read/write mode.

1. The privilegelevel of theuser.Theallowedrangeis1to 15.Ifthe privilegelevel valueis 15, it can access all
groups, i.e.thatis granted the fully control of the device. But others value need to refer to each group
privilegelevel. User's privilege should be same or greater than the group privilege level to havetheaccess
of thatgroup. By default setting, most groups privilege level 5 has the read-only access andprivilege level
10 has theread-write access. And the system maintenance (software upload, factory defaults and etc.)

need user privilege level 15. Generally, the privilege level 15 can be used for anadministratoraccount,
privilege level 10 fora standard user accountandprivilege level 5 for a guestaccount.

GE
Intelligent Platforms ']

http://support.ge-ip.com
Open All / Close All ) R
@ System Information Users Configuration
[E Front Panel
N C o e on ['User Name | Privilege Level |
[+ _)System ‘ admin 15 |
\*IETJ Green Ethernet —
®_] Ba'gp Add New User
= 4 Security
= _1 Switch
B Users
&l Privilege Levels
B SSH
B HTTPS
[ Access Manageme
[+ _ISNMP
# _IRMON
¥ _INetwork
[+ _lAggregation
[*_ISpanning Tree
[+ _JIPMC Profile
E MVR

E MAC Table
E VLANs
[+l _IPrivate VLANS
B _JVCL
E _lQos
&l Mirroring

RingV2

[# _IMonitor

[+ _IDiagnostics
[# _IMaintenance

2. Everygrouphasanauthorization Privilege level for the following subgroups: configurationread-only,
configuration/execute read-write, status/statistics read-only, status/statistics read-write (e.g. for clearing of

statistics). User Privilege should be same or greater than the authorization Privilege level to have theaccess
to thatgroup.
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GE
@ Intelligent Platforms ’
http://support.ge-ip.com
Open All / Close All L . R
[ System Information Privilege Level Configuration
[Z Front Panel
83c L I Privile
ge Levels
&) Systs = = T Ty
& j G);::nmElhEmEl Group Name | Configuration | Configuration/Execute | Status/Statistics | Status/Statistics
B Ports Read-only Read/write Read-only Read/write
tl Jg:ccu?i Aggregation 5 v 10v 5 v 10
ﬁJs,,igh Debug 157 15 15y 5y
gss_r‘s Level DHCP 5 v 10V 5 v 0
rivilege Levels
B sen C Dhcp_Client 5 v 0 5 v 0r
HTTPS Diagnostics 5 v 0 5 v 10 v
Access Manageme
& ISNMP EEE 5 10v 5 10 v
# _IRMON Green_Ethermet 5 v 10v 5 v 107
8l INetwork 1P2 5 v 10 5 v 10
[# _JAggregation
[ _ISpanning Tree IPMC_Snooping 5 10 5 v 10 v
[ _JIPMG Profile LACP 5 v 10 v 5 v 10 v
& IPMG LLDP 5 v 0¥ 5 v 10
MAC_Table 5 v 10 5 v 0r
LANs Maintenance 15 15y 15 v 15 v
[ _IPrivate VLANs Mirroring 5 10v 5 10 v
B _IVCL
5 1Q0S MVR 5" 10v 5 v 10 ¥
NTP 5 v 10v 5 v 10 v
Ports 5" 10v 1 v 10 ¥
Private_VLANs 5 v 10v 5 v 10
Mjn’ QoS 5 v 107 5 v 0
o] iagnostics
[ _IMaintenance RPC 5 10r 5+ 10
Security 5" 10v 5 v 10 v
sFlow 5 v 10 5 v 10r
Spanning_Tree 5 v 107 5 v 0r
System 5 v 10v 1w 10
Timer 5" 10v 5 v 0
VvCL 5 v 10v 5 v 10 ¥
VLANs 5" 10v 5" 0¥
XXRP 5 v 10v 5 v 10 ¥
Save || Reset

4.6.2 Access Management Configuration

Configure access managementtable. Access Managementindicates thatthe host canaccess the switchfrom

indicated protocol interfaceif the hostIPaddress matches the P address range provided inthe entry. The

maximum number of entriesis 16. If theapplication’s type match any one of the access management entries, it
will allow access to the switch.

Protocol Access Management
VLAN Indicates the VLAN ID for the access management entry.
IP Indicates the IP address for the access management entry.
Indicates that the host can access the switch from HTTP/HTTPS interface if the host IP address
HTTP/HTTPS ) .
matches the IP address range provided in the entry.
Indicates that the host can access the switch from SNMP interface if the host IP address matches
SNMP ) )
the IP address range provided in the entry.
Indicates that the host can access the switch from TELNET/SSH interface if the host IP address
TELNET/SSH . .
matches the IP address range provided in the entry.
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Intelligent Platforms

http:iisupport.ge-ip.com
Open All / Close All i X
B Sysiam Information Access Management Configuration
& Front Panel
- _{Configuration s: v
B ISystom [Mode | Disabled » |
I+ _IGreen Ethernat
& Ports
I _IDHCP
e e [ Delste [ VLANTD | Start 1P Address
- i Switch | Detete 1

[ End IP Address [ HTTPIHTTPS | SNMP | TELNET/SSH
192.168.0.1 192.168.0.50 . v v
E Users
[# Privilege Levels

I e Add New Entry
[E HTTPS
[E Access Manage Save | Reset
-/ _{SNMP
[E system
& Trap
[E Communities
[E Users
[E Groups
B Views
[E Access
+ _IRMON
*l _INetwork
[ _l Aggregation

4.6.3 SSH/TELNET/HTTPS/SNMP Configuration

Protocol Mode
SSH Indicates the SSH mode operation. Possible modes are: Enabled/Disabled
TELNET Indicates the TELNET mode operation. Possible modes are: Enabled/Disabled
Indicates the HTTPS mode operation. When the current connection is HTTPS, to apply HTTPS
HTTPS disabled mode operation will automatically redirect web browser to an HTTP connection.
Possible modes are: Enabled/Disabled
Indicates that the host can access the switch from SNMP interface if the host IP address matches
SNMP . .
the IP address range provided in the entry.

) Voo B

Intelligent Platforms J ﬂ -\ Intelligent Platforms
http:/isupport.ge-ip.com —

Open All / Close All

& System Information SSH/ TELNET Conflguratlon om;'q"s;&?ﬁ;?:mmm HTTPS Configuration
& Front Panel E Front Panel
= _Jgﬂ;;‘::;‘lm“ SSH Mode Enabled * - _iConfiguration Enabled v
- Distied ]
E Ports E Ports
+ _IDHCP Save | Reset 4 _IDHCP Save  Reset
1= _i Security = 1 Security
- _iSwitch - 4 Switch
& Users & Users
Privilege Levels E Privilege Lavels
& SSH [# SSH
& HTTPS Bl HTTPS
[Z Access Manage [ Access Manage
=1 4 SNMP El JVSNHP
[ System B ?ry:;em
E Trap .
(5 Communities E‘ Communities
B Yo 5 Groups
& Views S Views
Bl Access
B Access 5 IRMON
=/ _JRMON W _ INetwork
I el = Iggregaton
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P ’
( )
a@d

http://support.ge-ip.com
Open All / Close All

& System Information SNMP System Configuration
@ Front Panel
2 'C;Jg“ﬂ“"""" Mode Disabled

0 ystem -

* _Grean Ethernet :"‘:‘“ SNMP vZe

E Ports oa pub

® _IDHCP Community publie

= i Security Write .

- i Switch Community | P™*®
B Users Engine ID 200007250171000001

E Privilege Levels
& SSH

B HTTPS Save Reset
[E Access Manage
- _1SNMP
E System
& Trap
[ Communities
& Users
= Groups
B Views
& Access
+ _IRMON

SNMP System Configuration:

1.

26

Version :Indicates the SNMP supported version. Possible versions are
SNMP v1:Set SNMP supported version1.

SNMP v2c:Set SNMP supportedversion 2c.

SNMP v3:Set SNMP supported version 3.

Read Community:

Indicates the community read access string to permitaccess to SNMP agent. The allowed string lengthis 0 to
255, and theallowed contentisthe ASCll characters from33to 126.

The field is applicable only when SNMP version is SNMPv1 or SNMPv2c. If SNMP versionis SNMPV3, the
community string will be associated with SNMPv3 communities table. It provides more flexibility to configure
security name than a SNMPv1or SNMPv2c community string. In addition to community string, a particular
range of source addresses can be used to restrict source subnet.

Write Community :

Indicates the community write access stringto permitaccess to SNMP agent. The allowed string length is 0 to
255, and theallowed contentis the ASClI characters from33to 126.

The field is applicable only when SNMP version is SNMPv1 or SNMPv2c. If SNMP versionis SNMPV3, the
community string will be associated with SNMPv3 communities table. It provides more flexibility to configure
security name than a SNMPv1or SNMPv2c community string. In addition to community string, a particular
range of sourceaddresses can be used to restrict source subnet.
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4. EnginelD:
Indicates the SNMPv3 engineID. The string must contain aneven number(in hexadecimal format) with
number of digits between 10 and 64, butall-zeros and all-'F's are not allowed. Change of the Engine ID will
clear all original local users.

4.5 Limit Control

Limit Control allows for limiting the number of users on a given port. The Limit Control module utilizes a lower-
layer module, Port Security module, which manages MAC addresses learn on the port.

If Limit Controlis enabled on a port, the limit s pecifies the maximum number of users on the port. If this numberis
exceeded, an actionistaken. Theaction canbe one of the four differentactions as described below.

Four actions description

Action Description
None Do not allow more than Limit MAC addresses on the port, but take no further action.
Trap If Limit + 1 MAC addresses is seen on the port, send an SNMP trap. If Aging is disabled, only one SNMP trap

will be sent, but with Aging enabled, new SNMP traps will be sent every time the limit gets exceeded.

shutdown If Limit + 1 MAC addresses is seen on the port, shut down the port. This implies that all secured MAC
addresses will be removed from the port, and no new address will be learned. Even if the linkis physically
disconnected and reconnected on the port (by disconnecting the cable), the port will remain shut down.
There are three ways to re-open the port:

1) Boot the switch,

2) Disable and re-enable Limit Control on the port or the switch,

3) dick the Reopen button.

Trap & Shutdown If Limit + 1 MAC addresses is seen on the port, both the "Trap" and the "Shutdown" actions described above
will be taken.

GE
Intelligent Platforms

http://support.ge-ip.com

pen All / Close All

System Information Port Security Limit Control Configuration Refresh
E Front Panel [ ]
= 4 Configuration = 5 ALM P2 P1
Clsystom System Configuration
_IGreen Ethernet 10
Paorts Mode Disabled v
_IDHCP Aging Enabled 8
5 Security Aging Period 3600 seconds

Port Configuration

6
Port| Mode [ Limit | Action [ State | Re-open
Parts : (o= - 4 < . a
Rate Limiters
Access Control 1 |Disabled ¥ 4 [N ¥ | Disabled | Reopen . I
&= _4IP Source Guard 3 r - — 2
Configuration 2 |Disabled * 4 Disabled | Reopen
B Static Table 3 |Disabled * 4 v | Disabled | Reopen
= _1ARP Inspection i 1
Port C‘;mﬁgurat 4 | Disabled ¥ 4 v | Disabled | Reopen
VLAN Coenfigur. 5 |Disabled v 4 v | Disabled | Reopen
= .
g;ar::nﬁb':'eable & | Disabled 4 v | Disabled | Reopen
jgggregalioTn 7 |Disabled ¥ 4 v| Disabled | Reopen
_”PpMagng\r%mLee 8 |Disabled ¥ 4 v | Disabled | Reopen
B MVR 9 | Disabled ¥ 4 ¥ | Disabled | Reopen
_lIPMC s
_ILLDP 10 | Disabled ¥ 4| ¥ | Disabled | Reopen
MAC Table
VLANs Save || Reset
_IPrivate VLANs
_IvcL
_1QoS
Mirroring e

1.5 »

Port Security Limit Control Configuration—configure the Port Security Limit Control system and port settings
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4. 8 Access Control List (ACL)

ACLis thelisttable of ACEs (Access Control Entry), containing access control entries that s pecifyindividual users or
groups permitted or deniedto s pecific traffic objects, such asa process or a program.

Each accessible trafficobject contains an identifierto its ACL. The privileges determine whether there are specific
trafficobjectaccess rights.

There arethree associated with the manual ACL configuration:

e Access Control List
e Ports
e Ratelimiters

4.8.1 Access Control List

Therearenumber of parameters that canbe configured with an ACE. For example, if frame matching the ACE that
you configure (like frame type, policyfilter) then will do action (permit/ deny / filter)andalsocanloggingor
shutdown the port.

An ACE can beassociated with aPolicy, oneingress port, or anyingress port (the whole switch). If an ACE Policy is
created then that Policy canbe associated witha group of ports under the "Ports" configuration.

gent Platforms

http://support.ge-ip.com

Access Control List Configuration Auto-refresh Refresh || Clear || Remove All
Ingress Port | Policy / Bitmask | Frame Type | Action | Rate Limiter [ Port Redirect [ Mirror | Counter |
=
00,
All Any EType Deny Disabled Disabled Disabled 0 =
¥ ¥p ¥ O
All Any EType- 0x8892 Deny Disabled Disabled Disabled 0 g+30
All Any EType- 08892 Deny Disabled Disabled Disabled o g'g@
All Any EType- 0x8892 Deny Disabled Disabled Disabled 0 g-}go
All Any EType- 0x8852 Deny Disabled Disabled Disabled o g+29
trol L\stl @

Access Control List Configuration —shows the ACEs ina prioritized way, highest (top) to |owest (bottom)
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igent Platforms

ACE Configuration

All

Port 1

Ingress Port | Port 2

Port 3

Port 4 =
Policy Filter | Any v
Frame Type | Ethernet Type ¥

3
trol List I

n

MAC Parameters

SMAC Filter | | Any
DMAC Filter | Specific
DMAC Value | |01-Oe-cf-ff-ff-ff

Ethernet Type Parameters

‘ EtherType Filter| Any v ‘

Save || Reset | Cancel

4.8.2 Ports

Action

Rate Limiter

Port Redirect

Mirror

Logging
Shutdown

Counter

Deny v

Disabled ¥

Disabled

Port 1

Port 2

Port 3

Port 4 -

Disabled ¥

Disabled v

Disabled ¥
0

VLAN Parameters

802.1Q Tagged

VLAN ID Filter

Tag Priority

Any v
Any T
Any v

http:fisupport.ge-ip.com

]

ALM P2 P1
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X

ACE Configuration—An ACE consists of several parameters

1. The ACL Ports configurationis used to assigna Policy IDto aningress port. Thisis useful to group ports to
obey the sametrafficrules. Traffic Policyis created under the "Access Control List" configuration. Configure
the ACL parameters (ACE) of each switch port. These parameters will affect frames receivedon a port
unless the frame matches a specific ACE. ACLPorts configurationcanalsousetoshutdownthenonuse

port.
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http://support.ge-ip.com
Open All / Close All

System Information ACL Ports Configuration Refresh || Clear
B Front Panel
8 Slﬂé'fs!gr’:t“’" Port | PolicyID | Action [ Rate Limiter ID | Port Redirect [ Mirror | Logging | Shutdown | State | Counter
_|Green Ethernet . Srsatilled .
Ports 0 |== v <> A Eorﬂl; x A <> v > v <> A
_IDHCP o =
=) JSecu[ity Disabled
Bl _1Switch 1 o |Permitv Disabled ¥ Port 1 Disabled ¥ | | Disabled v | |Disabled ¥| |Enabled ¥ 0
= _i Network Part2 =
Limit Cantrel Disabled
NAS isable
ermi Isable Isable Isable Isable: nabie:
= YACL 2 o |P tv Disabled ¥ Part 1 Disabled ¥ Disabled ¥ Disabled ¥ Enabled v 7024
_ Port2 -
ate Limiters Disabled
B Access Cont 3 o [Permitv Disabled ¥ Port 1 Disabled v | |Disabled v | [Disabled ¥ |Enabled v 0
_1IP Source Guar Port2 =
# _IARP Inspection Diabicd
Aggregation [Sable . .
_ISpanning Tree 4 0 |Permit v Disabled * Port 1 Disabled * Disabled * Disabled v Enabled v 0
_lIPMC Profile Port2 -
.m Disabled
c " .
SILLDp 5 0| |Permit ¥ Disabled ¥ Ez:; . Disabled ¥ Disabled ¥ Disabled ¥ Enabled v 0
MAC Table
WLANs Disabled
_IPrivate VLANs 6 0 |Permit v Disabled ¥ Part 1 Disabled ¥ Disabled ¥ Disabled ¥ Enabled v 1]
_IveL Port2 -
Q0S8 Disabled
= iy 7 0/ [Permit ¥ Disabled ¥ Part 1 Disabled ¥ | |Disabled ¥ | |Disabled ¥ | |Enabled v 0
_IGVRP Pt B
sFlow
Ring\2 Disabled
__IMenitor i} 0| |Permit v Disabled ¥ Part 1 Disabled v Disabled * Disabled v Enabled v 0
_|Diagnostics Port2 =
__IMaintenance M Disabled
—_— > a P y—— iaaiad - Diret 1 Miaabind - iaaiad - [T Conbind = n -

ACL Ports Configuration —Configure the ACL parameters of each switchport
2. Thereareanother method to denied to specific traffic objects, use port configuration or Proficy Machine
Edition (PME)to shutdown the nonuse port:

GE
Intelligent Platforms

http://support.ge-ip.co

Open All / Close All

System Information Refresh

Port Configuration

® Front Panel
Bl _iConfiguration
_ISystem
Green Ethemet

DHCP
El 4 Security
= _4 Switch
Users
Privilege Levels
SSH

HTTPS
Access Manage
_ISNMP
_IRMON
= _i Network
Limit Contral
E NAS
_IACL
= _4IP Source Gua
Configuratior
Static Table
= _1ARP Inspectiol
Port Configur
VLAN Config
Static Table
Dynamic Tab
_lAggregation
_ISpanning Tree
_1IPMC Profile

MAC Table
VLANSs

30

Port | Link [ Speed [ Flow Control | Maximum Excessive
[ Current | Configured | Current Rx | Current Tx | Configured | Frame Size | Collision Mode
* Auto v 9600 < v
1 @ Down x x 9600 Discard ¥
2 @ Down Auto v X X 9600 Discard ¥
3 100fdx Auto v b'd b'd 9600 Discard ¥
4 @ Down Auto v X X 9600 Discard v
5 . Down Auto A e e 9600 Discard ¥
6 @ Down Auto v e e 9600 Discard ¥
7 @ Down Auto v e e 9600
8 @ Down Auto v ' ' 9600
9 @ Down Auto v X X 9600
10 @ Down Auto v $'d $'d 9600
Save || Reset

L

ALM P2 P1

10
8

!

Port Configuration —Speed configured set “disabled” to shutdown nonuse port
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Proficy Machine Edition (PME) —Admin state set “Inactive” to shutdown nonuse port

4.8.3 Rate Limiters

Configuretheratelimiter for the ACLof the switch.

Therecan be 15 different rate limiters, each ranging from 1-1024K packets per seconds. Under "Ports" and "Access

Control List" configuration canassigna Rate Limiter IDto the ACE(s) or ingress port(s).
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GE
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Open All / Close All
System Information
Front Panel

El 4 Configuration
_1System
_1Green Ethernet

E Poris
_IDHCP
=4 Security
__18witch
= _4 Network
Limit Control
NAS
El _4ACL

E Poris

Rate Limiters

B Access Conti
_IIP Source Guar
_ ® _1ARP Inspection
_lAggregation
_ISpanning Tree
_1IPMC Profile
MVR.
_liPmC
_ILLDP
MAC Table
B VLANs
_IPrivate VLANs
ZIveL
_1Q0oS
E Mirroring
_IGVRP
sFlow
Ringv2
_IMonitor
_IDiagnostics
__IMaintenance

=

4.9 Network Access Server (NAS)

ACL Rate Limiter Configuration

Rate

Unit

Rate Limiter ID |

N

@ ~ @ !

w

il
12
13
14
15

16

<>

pps
pps
pps
Pps
Pps
Pps
Pps
pps
pps
pps
Pps
Pps
Pps
Pps
pps
pps

A 4 4 4 a a]|a| afa|a|a q a a4 4

Save || Reset

ACL Rate Limiter Configuration—configuretherate limiters

http://support.ge-ip.com

The NAS is meantto actasa gatewayto guard access to a protected source. A client connects to the NAS, and the
NAS connects to anotherresource askingwhether the client's supplied credentials are valid. Based on the answer,

the NAS then allows or disallows access to the protected resource.
NAS allows to configurethe IEEE 802.1Xand MAC-based authentication system and port settings.

e |EEE 802.1X—defines a port-basedaccess control procedure that prevents unauthorized access to a

network by requiring users to first submit credentials for authentication.

e MAC-based authentication —allows for authentication of more than one user on the same port,and
doesn'trequiretheuserto have special 802.1X supplicant softwareinstalled on his system. Intruders can
create counterfeit MAC addresses, which makes MAC-based authenticationless secure than 802.1X
authentication.
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GE
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http://support.ge-ip.com

pen All / Close Al Network Access Server Configuration | Refresh |«
System Information
Front Panel System Configuration
= _i Configuration y g
_ISystem
_IG\:een Ethernet Mode Disabled v
B Ports Reauthentication Enabled
jES)HCP_ Reauthentication Period 3600 seconds
=] Je(szuwri?g-h EAPOL Timeout 30 seconds
Use_rs Aging Period 300 seconds
gg\ﬂ\EQS L Hold Time 10 seconds
HTTPS RADIUS-Assigned QoS Enabled
Access Managem RADIUS-Assigned VLAN Enabled
jam’;ﬁ Guest VLAN Enabled
= 4 Network Guest VLAN ID 1
. II “ontrol Max. Reauth. Count 2
[El_NAS | =
= TACL Allow Guest VLAN if EAPOL Seen
Ports . .
Rate Limiters Port Configuration
B Access Control
= _1IP Source Guard : RADIUS-Assigned | RADIUS-Assigned Guest
Configuration Port Admin State QoS Enabled VLAN Enabled VLAN Enabled Port State Restart
E Static Table . (<> v
= _1ARP Inspection
Port Configurat 1 |Force Authorized Globally Disabled | Reauthenticate | Re
\é’:‘ﬁ%ﬁggu“ 2 | Force Authorized v Globally Disabled | Reauthenticate Re
. Dynamic Table 3 | Force Authorized v Globally Disabled cate Re
j’;%gﬁgi:gqﬁee 4 |Force Authorized v Globally Disabled cate Re
__1IPMC Profile 5 |Force Authorized v Globally Disabled | Reauthenticate Re
MVR
_1IPMC - 6 |Force Authorized v Globally Disabled | Reauthe e Re
= > 7 |Force Authorized v Globally Disabled | Reauthenticate Re

Network Access Server Configuration—configuration consists of two sections, a system-and a port-wide

4.10 IP Source Guard

IP Source Guardisa securefeature usedto restrict IP traffic on DHCP snooping untrusted ports by filteringtraffic
based on the DHCP Snooping Table or manually configured IP Source Bindings.

It helps prevent|Pspoofing attacks when a host tries to spoof anduse the IP address of another host.

4.10.1 Configuration
The IP Source Guard configuration consists of two sections, a system-and a port-wide:

e Mode of IP Source Guard Configuration —Enable the Global IP Source Guard or disable the Global IP
Source Guard. All configured ACEs will be lost when the modeis enabled

e Port Mode Configuration —Specify IPSource Guard is enabled on which ports. Only when both Global
Modeand Port Modeon a given portareenabled, IPSource Guardis enabled on this given port.
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Open All { Close All

System Information IP Source Guard Configuration
E Front Panel
= _i Configuration [[Disabled v ||
7 _1System m Disabled *
_|Green Ethernet z -
Porls Translate dynamic to static
_IDHCP
= _4 Security
= _1 Switch . )
Users Port Mode Configuration
Privilege Levels
SSH = =
HTTPS Port’\ Mode [ Max Dynamic Clients
E Access Management == Y<= v
* _ISNMP 1 | Disabled ¥ || Unlimited v
#
- 2 | Disabled v || Unlimited v
Limit Control 3 | Disabled ¥ || Unlimited v
NAS
HC1ACL 4 D!sabled' Un\!m!led v
= 4IP Source Guard 5 | Disabled ¥ || Unlimited v
= g & | Disabled ¥ || Unlimited M
B Siatic lable
= _{ARP Inspection 7 | Disabled ¥ || Unlimited v
Port Configuration 8 | Disabled ¥ || Unlimited v
VLAN Configuration ; e
Static Table 9 D!sabled' Un\!m!ted v
; Dynamic Table 10 | Disabled ¥ || Unlimited v
__|Aggregation
Spanning Tree Save | Reset
_IIPMC Prefile
E MVR
_IIPMC
_ILLDP
MAC Table
WLANs M
—_— C

IP Source Guard Configuration —configuration consists of two sections, a system-anda port-wide

4.10.2 Static Table

Creates a static IPsource entry forthe current interface.

GE
Intelligent Platforms

1 All [ Close All _
3 System Information Static IP Source Guard Table
i Front Panel
= | LE L [Delete [ Port [ VLANID | IP Address | MAC address |
_System
l g‘;er;n Ethernet m‘
_IDHCP
54 Security Save | Reset
_1Switch
=4 Network
Limit Control
NAS
= ACL
Ports
Rate Limiters
Access Centrol Lis'
= 4IP Source Guard
& _Conflauration
=) _Static Table |
= _4 ARP Inspection
Port Configuration
VLAN Configuratio
Static Table
Dynamic Table
_lAggregation
__|Spanning Tres
_IIPMC Profile
MVR
_IIPMC
_ILLDP
MAC Table
VLANs
_IPrivate VLANs
_IvCL
_1Q0eS
Mirroring e
4 »

=

Static IP Source Guard Table—Creates a static|P source entry for the current interface.
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4.11 ARP Inspection

ARP Inspectionis a secure feature. Several types of attacks canbelaunched againsta host or devices connected to
Layer 2 networks by "poisoning" the ARP caches.

This featureis used to block such attacks. Onlyvalid ARP requests and responses can go through the switch device.

4.11.1 ARP Inspection Configuration
The ARP inspection configuration consists of two sections, a system-and a port-wide:

e Mode of ARP Inspection Configuration —Enable the Global ARP Inspection or disable the Global ARP
Inspection

e Port Mode Configuration —Specify ARP Inspection is enabled on which ports. Only when both Global Mode
and PortModeon a given portare enabled, ARP Inspectionis enabled on this given port

GE
Intelligent Platforms

| All [ Close All . . .
3 System Information ARP Inspection Configuration
i Front Panel
_i Configuration _
1System m Disabled v
_1Green Ethernet
Bl Ports Translate dynamic to static
__IDHCP
B i Security
—ISwitch . :
= _iNetwork Port Mode Configuration
Limit Contral
NAS
B NACL Port [ Mode [ Check VLAN [ Log Type
Ports = |ex v o v < v
Rate Limiters 1 |Disabled ¥ | | Disabled ¥ None ¥
Dy e Cariral Liz 2 [Dissbled v| | Disabled v| |None v
Configuration 3 |Disabled ¥ Disabled ¥ None ¥
Static Table f ;
5 4 ARP Inspection 4 |Disabled Dfsabled v None ¥
5 Port Confiquration 5 |Disabled ¥ Disabled ¥ None ¥
VLAN Cenniguratio & | Disabled » Disabled v None ¥
_ S‘;::r;ibﬁme 7 [Disabled v | | Disabled ¥| |Nons ¥
_lAggregation & | Disabled ¥ Disabled v None
_1Spanning Tree 8
2 Z1IPMC Profile 9 D!sabled v D!sabled v None ¥
MVR 10 | Disabled v Disabled v None ¥
_lIPMC
_ILLDP Save || Reset
MAC Table
E VLANs
_IPrivate VLANs
_IvcL
_1QoS
Mirroring h
1 3

=B

http://support.ge-ip.com

ARP Inspection Configuration — configuration consists of two sections, a system- and a port-wide

4.11.2 VLAN Configuration
Specify ARP Inspectionis enabled on which VLANs.

1. Youhavetoenablethe portsettingon Port mode configuration. Onlywhen both Global Mode and Port Mode

ona given portare enabled, ARP Inspection is enabled on this given port.
2. Youcan specify whichVLAN will beinspected on VLAN mode configuration. Thelog type also can be
configured on per VLAN setting.
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Al / Close Al i .
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Front Panel
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_IDHCP
_4 Security Save | Reset
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VLAN Mode Configuration —Specify ARP Inspection is enabled on which VLANs
4.11.3 Static Table

Creates a static ARP entry.

GE
Intelligent Platforms

\ll / Close Al A .
System Information Static ARP Inspection Table
Front Panel
{ECI T LA [Delete [ Port | VLAN ID | MAC Address | IP Address |
_I8ystem
[ Creen Bifermet Add New Entry
_IDHCP
4 Security Save | Reset
_ISwitch
El 4 Network
Limit Control
NAS
El 4ACL
Poris
Rate Limiters
Access Centrol List
= _4IP Source Guard
Configuration
Static Table
= _{ ARP Inspection
Port Configuration

El AN Configuration
Static Table
[Z Dynamic lable

JAggmga{an
_ISpanning Tree
_IIPMC Prefile
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_IPrivate VLANs
_IveL
_1QoS
E Mirroring v
Static ARP InspectionTable—Creates a static ARP entry.
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Chapter 5 Configuration Hardening

This section isintended to assistinreducing the potential attacksurface by providing informationthat can be used
to harden the configuration of the PACSystems and PROFINET products thatare presentin a particular installation.
Configuration Hardening should be considered in addition to enabling and usingsecurity features suchas
Authentication, Access Control and Authorization.

GE recommends disabling, on each PACSystems and PROFINET product, all ports, services and protocols that aren't
required fortheintended application.

5.1 Ethernetinterface
This section provides information to use when hardening the configuration of a GLM Switch Ethernet Interface.

Thesesettings shouldbe considered when configuring any GLM Switch Ethernet Interface.

The EthernetInterface canbe configured to disable a number of services. The table below lists those services and
indicates the configurationvalue that willdisable each. Note that some of these settings willnot entirelyclose the
TCP/UDP port, butthey will still reduce the attacksurface.

5.1.1 Disabling Ethernet Services

Service Parameter name Value

Telnet Telnet terminal service Disabled

SSH Secure Shell Disabled

IP Routing Gatew ay IP Address 0.0.0.0

SNMP Simple Netw ork Management Protocol Disabled

SNTP Client Netw ork Time Sync None

Web Server WEB Service FTTPS 1s Enabled
HTTP is Disabled

Thesesettings are default factory configuration in GLM Switches. Please don’t enableit. For more information on
these parameters, refer to the GLM Switches User Manual, GFK-3030.

GFK-3063 September 2019 37



Chapter 6 Network Architecture and Secure Deployment

This section provides security recommendations for deploying PACSystems PROFINET Managed Ethernet Switches
and PROFINET devicesinthe context of a larger network.

6.1 Reference Architecture

The following figure shows a reference deployment of GE’s Automation & Control components using the logical
segmentationof the Purdue Enterprise Reference Architecture, otherwise known as the Purdue Model.
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Figure 1: PACSystems Deployedin Purdue Model
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The Manufacturing Zone networks (whichinclude the Manufacturing Operations, Supervisory Control, and Process
Control networks) are segregated from other untrusted networks such as the enterprise network (alsoreferred to
as thebusiness network, corporate network, or intranet) andtheinternet using a Demilitarized Zone (DMZ)
architecture. The Process Control networks have limited exposure to traffic from higher-level networks, including
other networks inthe ManufacturingZone, as well as from other Process Control networks.

6.2 Remote Access and Demilitarized Zones (DMZ)

A DMZ architecture uses two firewalls to isolate servers that are accessible from untrusted networks. The DMZ
should be deployed such that only specific (restricted) communicationis allowed between the business network
and the DMZ, and between the control networkandthe DMZ. The business network andthe control networks
should ideally not communicate directly with each other.

If direct communicationto a control network is required from the business network or fromthe internet, carefully
control, limitand monitorall access. For example, require two-factorauthentication for a userto obtainaccess to
the control network using Virtual Private Networking (VPN) and even then, restrict the allowed protocols/ports to
justthe minimum setrequired. Further, every access attempt (successful or not) and allblocked trafficshouldbe
recorded ina security logthatisregularlyaudited.

6.3 Access to Process Control Networks

Ethernet traffic fromthe Supervisory Control networkto the Process Control networks should be restricted to
supportonlythefunctionality thatis required. Forexample, since Proficy Machine Edition uses SRTP to download
the applicationto the PACSystems controllers and NIUs, then SRTP traffic must be allowed through the firewall.
However, if a particular protocol (such as Modbus TCP) doesn’t need to be used between those regions, then the
firewall should be configured to blockthat protocol. If,inadditionto that, a controller has no other need for that
protocol, then —in addition to blocking it at the firewall —the controller itself should be configured to disable
supportforthe protocol itself.

Note: Network Address Translation (NAT) firewalls typically do not expose all of the devices on the
trusted side of the firewall to devices on the untrusted side of the firewall. Further, NAT
firewalls rely on mapping the IP address/port on the trusted side of the firewall to a different
IP address/port on the untrusted side of the firewall. Since communicationto PACSystems
controllers will typically be initiated from a computer on the untrusted side of the Process
Control networkfirewall, protecting a Process Control network using a NAT firewall may
causeadditional communication challenges. Before deploying NAT, carefully consider its
impacton therequired communications paths.

6.4 Access to PROFINET Networks

Commissioning and maintaining the devices on the PROFINET networkrequires the ability to communicatefroma
computer to the devices on that network. Forexample, if a PROFINET devicefailsand needs to bereplaced, the
replacement device willneed to beassigned a name. As described in Section 0

Required
Functionality Application Example Servers

Protocols

SRTP Channels NA N/A

Modbus TCP Channels NA N/A

Ethernet
EGD Production NA N/A
Send EGD Commands N/A N/A
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Ethernet Station Manager NA N/A
Time Synchronization SNTP SNTP server

Assign IP addresses using a centralized
database of addresses BOOTP

Lookup IP addresses by Name N/A N/A

BOOTP server

IEC 61850 Client N/A N/A

PROFINET, this isdone using the PROFINET DCP protocol. However, to helpensure that the Maintenance

computer cannot be usedto launch attacks on the devices using other protocols, the firewall it connects through
should block all protocols that are not needed for performing the maintenance functions.

Note: Sincethe PROFINET DCP protocolisnotroutable, the firewall used will most likely need to
be configuredso itoperatesin Transparent mode (This is noted by the use of a “T” on the
firewallinthe Reference Architecture diagram.). This will allow the Maintenance computer
to be partof thesamesubnetasthe PROFINET devices, as required by the PROFINET DCP
protocol.

6.5 Hot Standby CPU Redundancy with PROFINET 1/0

Hot Standby CPU Redundancyallows a critical application or process to continue operatingif a failureoccursinany
single component. AHot Standby system employs two CPUs:

e anActiveunitthatisactively controllingthe process ata givenmoment, and
e aBackup unitthatissynchronized withthe Active unitandcan take over the processina bumpless fashion,
should thatbecome necessary.

The two units are synchronized when bothareinRun Mode, the Backup unit has received the latest status and
synchronizationinformation from the Active unitvia a redundancy link, and botharerunning theirlogicsolutions
inparallel.
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Chapter 7 Other Considerations

7.1 Patch Management

A strategy for applying security fixes, including patches, firmware updates, and configuration changes, should be
included in a facility’s security plan. Applying these updates will often require thatanaffected PACSystems product
be temporarilytaken out of service.

If temporarilytakinga controller out of servicein order to apply security fixes is expected to cause an unacceptable
disruption to the system’s availability, then consider designing the control system to use redundancy. PACSystems
supports Hot-Standby CPU Redundancy which will allow many, if notall, security fixes to be applied to the
redundant controllers while continuing to control the process.

Finally, someinstallations require extensive qualification be performedbefore changes are deployed to the
productionenvironment. While this requirementis independent of security, ensuring the ability to promptly apply
security fixes while minimizing downtime may drive the need for additional i nfrastructure to hel p with this
qualification.

7.2 Real-time Communication

When designing the network architecture, itisimportant to understand whatimpact the network protection
devices (such as firewalls) will have on the real-time characteristics of the communications traffic that must pass
through them. In particular, the PROFINET I/O, Ethernet Gl obal Data, and Reliable Datagram Service protocols are
generally expected to operate with small, known, worst-case bounds on their communications latency andjitter.
As a result, networkarchitectures that require real-time communications to pass through such devices may limit
the applications thatcanbe successfully deployed.

7.3 GLM Series Compensating Controls

7.3.1 Network Bandwidth Limiting

The RX7i Ethernetinterfaces (i.e. the IC698ETMO001 module and RX7i CPU Ethernet daughterboards) are not
capable of sustaining Ethernet communications above a speed of 10 Mbps, or 10% of each 100 Mbps connection.
Abovethis threshold, ARP, IMCP, UDP, and TCP services maybecome unavailable. Care mustbe taken to design
and implement the network to prevent excessive trafficto RX7i Ethernetinterfaces.

Inorder to reducethelikelihood of intentional or accidental network flooding that could cause a loss of availability
in RX7i Ethernetinterfaces, GE strongly encourages following the relevant recommendationsin Section4.2.5. To
further mitigate theloss of availabilityfor a particularlycritical asset, a switch or firewall configured for ingress and
egress rate-limiting can be placed directly between the RX7i module and therest of the network. Inthe eventof a
network storm, the switch or firewallwill selectively droptraffic to limit the rate of traffic that reaches a given RX7i
module.

7.4 Additional Guidance

7.4.1 Protocol-specific Guidance

Protocol standards bodies may publish guidance on how to securely deploy and use their protocols. Such
documentation, when available, should be considered in additionto this document. This includes, butis not
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limited to the following document:
e PROFINET Security Guideline (TC3-04-0004a) by PROFIBUS INTERNATIONAL

7.4.2 OPC UA Server

When running an OPCUA Server with a Limited Communications Window, the server can process enough requests
to usetheentire window, which willaddthattimeto your PLC Logic sweep. For example,a 100 ms Limited
Backplane Communications Window could add the full 100 ms to your PLC Logic Sweep. Cautionshouldbe taken to
ensurethe Communication Window is configured within the tolerances of the system.

7.4.3 PROFINET Controller Duplicate IP

The duplicate IP address handling for the RX3i PROFINET Controller (IC695PNC001 firmware revision2.26and
above) and the Embedded PROFINET Controller on the RX3i CPE330, CPE400and RSTi-EP CPE100 behaves as
follows:

In each case, thesystemhasan active PROFINET network witha PROFINET Controller connected to atleastone
PROFINET Device.

1. Ifasecond PROFINET Controllerwith anidentical IP address to the active PROFINET Controlleris addedto the
network, the second Controller will not enter the network and will log a faultto indicate Duplicate IP Detected.
The first Controller will maintainall device connections.

2. IfadevicewithanidenticallP addressto an active PROFINET Controller is added to the network, the
Controllerwill log a Duplicate IP Detected faultand maintainall device connections.

3. Ifadevicewithanidentical|P addresstoan active PROFINET Deviceis added to the network, the Controller
will loga Duplicate IP Detected faultand maintainall device connections.

7.4.4 MRP Ring Ethernet Traffic Storm Prevention

The RX3i CPE330, CPE400andRSTi-EP CPE100LAN 2 and the RX3i PNC001 canall be configured asanMRP Ring
Manager (MRM). However, none of these defaults to bean MRM.

To preventan Ethernet Traffic Storm, the physical ring must not be completely connected until the MRM
configurationis storedto an Ethernet node on thering. Failureto have anactive MRM configured inan Ethernet
ring configuration will resultinan Ethernet Traffic Storm caused by the ring’s network loop topology. An Ethernet
TrafficStorm will prevent communication to all Ethernet nodes connected to thering until the ring is physically
broken or an MRMis configured.

Before clearing and power cycling the configurationof a CPE330thatis configuredasanMRMinaringtopology, it
is recommended thateither(a) thering be broken by physicallydisconnecting an Ethernet port on any network
nodeinthering, or (b) someother network nodein thering be configured asa MRM.

In order to preventstormsin a ring where a PROFINET Controller is configured as an MRM, the controller will
maintain that functionality even aftera clear and power cycle, and will continue to do so until a different
configurationis storedto thatcontroller, providing the new configuration prevents the controller from operating
as an MRM. Itis still recommended thatthering be broken by physically disconnecting anEthernet porton any
network nodein thering until a single MRM is configured forthering.

7.4.5 Government Agencies and Standards Organizations

Governmentagencies and international standards organizations may provide guidance on creatingand
maintaining a robust security program, including howto securely deployanduse Industrial Control Systems. For
example, the U.S. Department of Homeland Security has published guidance on Secure Architecture Designand on
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Recommended Practices for cybersecurity withIndustrial Control Systems. Similarly, the International Society of
Automation publishes the ISA-99 s pecifications to provide guidance on establishing & operating a cyber-security
program, including recommended technologies forindustrial automationandcontrol systems. Such
documentation, when appropriate, should be considered inadditionto this document.
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